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Abstract

The current size of the Internet makes it impossible to host najor Web sites on a single server.
Replication can improve both the availability and the performance of a Web hosting service.
Current replication policies heavily rely on the origin server. Therefore, this thesis presents
Decrepol, a decentralized replication policy for Web docurents that assumes the origin server
to be unavailable most of the time. First, we present a repliation policy that achieves full
replication and is structured following epidemic protocol. With this policy we are able to
spread noti cations across 128 replica servers in about 5 @gsip rounds. Next, we present a
decentralized replication policy that allows for controlled partial replication. We create two
versions of the partial replication policy. The rst one is based on epidemic protocols and is an
extented version of the full replication policy. However, n this policy locating replicas becomes
a problem. Therefore, we also present an improved unstructted version that facilitates locating
content. With this version, inserting and retrieving documents requires traversing about three
hops. The second version is based on structured peer-to-pesystems. Inserts take about four
hops, retrieves only two hops if we cache document searche¥/e show that it is possible to create
an unstructured partial replication policy that performs aImost identically to a structured one
and thus can be an interesting alternative.
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Chapter 1

Introduction

The current size of the Internet makes it impossible to host najor Web sites on a single server.
As Web servers may fail and parts of the network can be overloded, a Web server can easily
become unavailable. To prevent a Web site of becoming unreaable, one can useaeplication.
By distributing multiple copies of documents at well-chosen locations, replica servers one can
improve both the availability and the performance of the Web hosting service. Availability
increases as clients can switch to another replica when a ser fails. Placing a replica of a
data item hosted by a heavily loaded server on a server with aower workload and subsequently
dividing the workload between these two servers can also inmpve performance. Furthermore,
placing replicas in the proximity of clients can reduce client-perceived latencies.

However, having multiple copies of a document introduces aansistency problem. When one
updates a copy of a data item, the other copies have to be destyed or brought up-to-date as
well to prevent clients from retrieving stale documents. Other issues that we have to take into
account when we replicate Web documents are the number of réigas of a document, where we
place them, how we route a request for a document to a server Isting a replica, and how we
ensure availability in the presence of failures. We de ne aeplication policy as a set of algorithms
that takes care of these issues.

Current replication policies heavily rely on the origin server, which we de ne as the server
that hosts the original versions of the Web documents in the gstem. The origin is the only
server that can update these documents. It is also respongi for placing the right number of
replicas at suitable replica servers and keeping them corstient. A problem of this architecture
is that the origin server becomes a single point of failure. Abasic solution for this problem is to
use one or more backup servers that all contain a full copy offte documents of the origin server
and which one can contact in case the origin server is unavaible. However, one needs to keep
these backup servers consistent.

Another issue of current replication policies is that the origin server has to be online all the
time. When an origin server is temporarily unavailable, ba&kup servers can cover that, but these
backup servers are in fact full copies of the origin server.

Finally, when a replica server becomes unavailable, the ogin server cannot inform this
replica server about a document update. However, when the ggica server recovers it needs to
receive the update messages it missed during the failure inrder to update its documents. As
the origin is responsible for keeping the replicas consisi#, it has to bu er the update messages
until the replica server becomes available again.

The goal of this thesis is to design a decentralized replicadn policy for Web documents.
The origin server does not have to be online all the time and ca for example be a laptop or a
PDA. We need to organize the replica servers in a decentraled fashion such that at least one
of them has a copy of each document. If a client requests a reiph server for a document the
server does not possess locally, this server should know wigeto fetch it from. Replica servers
can also fail. The replication policy should therefore be tuable such that copies are available



at n di erent replica servers. This way the replication policy supports up to n 1 unavailable
replica servers. Finally, the replication policy must implement best-e ort weak consistency by
ensuring that updates are spread in a reasonable limited tira interval after an update takes
place at the original document.

An important feature of this replication policy is that it ca n assume the origin server to
be unavailable most of the time. It only needs the presence afhe origin server to inform the
replica servers about a new or updated document. The origin erver can achieve this by just
sending a noti cation to one of the replica servers and subsguently waiting until at least one
replica server fetches the document. The replica servers arresponsible of further spreading the
noti cation among themselves.

The properties of this decentralized replication policy cane close to those o ered by peer-
to-peer overlays: sharing computer resources, decentraktion, self-organization, resilience to
network and server failures. Therefore, we decided to struare the replication policy along a
peer-to-peer architecture. We rst introduce a replication policy that achieves full replication,
which means that every replica server hosts a copy of all doguents of the origin server. This
is a simple version of a replication policy that we use as the &se of a replication policy that
achieves a more general form of replication, namelyartial replication. The main challenge for
the full replication policy is to spread the noti cations ac ross all replica servers in an e cient and
decentralized way. These requirements are very similar totie properties of epidemic protocols.
Therefore, we structure the full replication policy following epidemic protocols.

Next, we present a decentralized replication policy that alows for controlled partial replica-
tion. With controlled partial replication documents are re plicated to exactly k replica servers
in a network with N nodes and 0< k N. We can distinguish a number of issues of the
partial replication policy. First, the policy has to make sure that it places replicas at exactly k
replica servers. Second, it needs to keep the replicas of a clament consistent in the presence
of updates, as we may place replicas of an updated document ather replica servers than the
replicas of the previous version of the document. Third, thepolicy must be able to locate repli-
cas, as clients may request documents from replica serverfdt do not have a local copy of the
requested document. Finally, the policy has to deal with nog and network failures.

We create two versions of the partial replication policy. The rst one is based on epidemic
protocols and is an extended version of the full replicationpolicy. The advantage of epidemic
protocols is that they are easily maintained. However, as tlere is no correlation between nodes
and the content, locating content may become di cult. In con trast, the second version is based
on structured peer-to-peer systems. An advantage of thesetrsictured systems is that they
provide a scalable solution for e ciently routing queries to the node with the desired content.
However, one needs to maintain the structure (required for eiently routing messages) in the
presence of nodes joining and leaving the system. We compatke two versions and identify
their strong and weak properties.

This thesis is structured as follows. In Chapter 2 we discusshe issues of replication policies
for Web documents. Chapter 3 gives an overview of peer-to-p systems and describes how we
can use peer-to-peer technology for our decentralized reiphtion policy. In Chapter 4 we present
and evaluate the full replication policy; Chapter 5 presens and evaluates the unstructured and
structured versions of the partial replication policy. Finally, Chapter 6 concludes.



Chapter 2

Related Work: Replication Policies
for Web Documents

Achieving good performance with distributed systems in lage computer networks such as the
Internet can be hard. Performance bottlenecks are usually de to failing or poorly performing
servers and overloaded parts of the network.

Replication is a technique that can be used to improve the quality of distibuted services. By
distributing multiple copies of data, replicas, at well-chosen locations,replica servers one can
improve both the availability and the performance of the sewice [24, 15]. Availability increases
as clients can switch to another replica when a server fails.Creating a copy of a data item
hosted by a heavily loaded server on a server with a lower loadnd subsequently dividing the
workload between the two servers can also improve performare. Furthermore, placing replicas
in the proximity of the clients can reduce client-perceivedlatencies.

Although replication can solve scalability problems, having multiple data copies introduces
a consistency problem. When one updates a copy of a data itenthe other copies have to be
destroyed or brought up-to-date as well to prevent clients fom retrieving stale data. Unfortu-
nately, maintaining this consistency is often costly.

Web site hosting is a distributed service where replicationhas been increasingly applied in
the last few years [22]. Placing replicas of a site's Web docnents at replica servers can improve
the accessibility of the Web site. There are many ways to reptate a Web document across
multiple servers. One must decide how many copies of the docoent are needed, where to
create them and how to keep them consistent. Furthermore, a dcision is needed on how to
route a request for a document to a server hosting a replica. Aother issue that one has to
considere is how to ensure availability when failures occurln this thesis we de ne a replication
policy as a set of algorithms that makes these decisions.

Next, we give an overview of the research that has been done oese replication policy
issues. Section 2.1 describes which issues determine thenmoer of necessary replicas of a
document. Section 2.2 discusses the problem of nding goodotations to host replicas of a
document. Section 2.3 describes how one can keep multiple mies of a document consistent.
We discuss request routing in Section 2.4. Section 2.5 diseges availability. Finally, Section 2.6
gives an overview of the current replication policies in Gldule and states what the proposed
replication policy adds to them.

2.1 Number of replicas

The number of necessary replicas of a certain Web document gends on two issues: the re-
quested degree of fault tolerance and the requested cliemerceived performance. Furthermore,
this number is often bounded by storage and administrative onstraints.



Fault tolerance a ects the decision of how many replicas areneeded, as at leash + 1 replicas
are needed to supportn failing replicas. This way, a client can switch to at least ore correctly
working replica when up to n replicas are unavailable. Consequently, an increase in theumber
of replicas increases the reliability of the document.

Another issue is the client-perceived performance, i.e. tb communication delay experienced
by the clients. One needs to consider two things when determing the number of replicas
to achieve a given performance: the popularity of the documet and the document's client
locations. Popular documents are requested more often andegerate more workload on the
hosting server. By creating several replicas at di erent severs this load can be spread across
these servers. Besides the request rate of a document, theclations of the requesting clients
can also in uence the required number of replicas. When cliets are located in di erent parts of
the Internet, deploying several replicas in these areas andedirecting each client to its proximal
replica can improve the communication delay between the cént and the replica. Ideally, one
should place replicas in those areas where the document is siopopular.

Unfortunately, deploying replicas does not come for free. @e has to create all replicas at
a replica server. Besides the storage costs, there are alsdmainistrative costs, as one has to
keep the replicas consistent. This introduces global commmication. We discuss consistency
enforcement in more detail in Section 2.3. The decision of @ many replicas one needs for a
certain document is a tradeo between reliability and performance on the one hand, and the
storage and administrative costs on the other hand. This deision is up to the owner of the
document and depends on his requirements. The goal of a goo@plication policy is, when one
has determined the number of replicas, to take care of creatig that number of replicas and
spreading them among the replica servers.

2.2 Replica placement

Replica placement is the problem of nding good locations tohost replicas of a given document.
In addition, one needs a mechanism to inform a selected rea server about the creation of the
new replica. The most widely used mechanisms arpull-based cachingand push replication. In
pull-based caching, when one issues a request for a documenta replica server that currently
does not own that document, the replica server fetches it frm the origin server. In push
replication, the origin server informs the replica server @ a replica creation by explicitly pushing
the replica to the replica server. Creating a replica of a newdocument at a replica server is
basically the same as creating a replica of an updated documeat a replica server. Therefore,
we present more details about these inform mechanisms in thaext section about consistency
enforcement. The remaining of this section discusses in merdetail the selection of replica
servers that should host replicas of a given Web document.

The replica placement problem consists of selectingd out of N potential replica servers to
host replicas of a document, such that some objective functin is optimized under a given client
access pattern and replica update pattern. The objective faction can be minimizing client
latency or total bandwidth consumption, or an overall cost function if each link is associated
with a cost.

The problem of replica placement can be modeled as the fadji location problem or the K -
median problem [17]. In the facility location problem, given a set of replica servers ("locations")
i where one can place a replica ("“facility”), placing a repli@ at location i incurs a cost off;.
Each client j must be assigned to one replica, incurring a cost ofl ¢; whered; is the demand
of the nodej, and ¢; the distance betweeni and j. The objective is to nd the number and
locations of the replicas such that the total cost is minimizd. The K -median problem is like
the facility location problem. Only there are no costs for placing replicas. Instead, the number
of replicas that can be placed is bound toK .



However, such solutions can be computationally expensive.This makes it hard to apply
them, as placement algorithms are run often. Therefore, sirpler solutions are used by existing
replica hosting systems.

In [6], Chen et al. propose a dynamic replica placement algorithm. The goal isd minimize
the number of replicas when meeting clients' latency and sesers' capacity constraints. For
each document, the replica servers holding a replica are oagized into a load-balanced tree
with the origin server as root. The algorithm takes as input dient requests together with their
associated latency constraints. These requests are sent the origin server, which services the
request if the client's latency constraints and the origin frver's capacity constraints are met.
Otherwise, the algorithm searches for another server in thdree that satis es both constraints
and creates a replica at that server. The algorithm is good interms of preserving client latency
and server capacity constraints. However, it has considetsle overhead caused by checking QoS
requirements for every client request. In the worst case a Bgle client request may result in
creating a new replica. This can signi cantly increase the equest servicing time.

In [11], Kangasharju et al. model the replica placement problem as an optimization prolem.
The goal is to placeK objects in some ofN servers, in an e ort to minimize the average number of
inter-AS hops that a request must traverse to be serviced. Haever, the problem is NP-complete,
so nding an optimal solution is not feasible. Therefore, they propose three heuristics. In the rst
heuristic, each node sorts the objects in decreasing orderased on popularity among its clients.
Each node stores as many objects in this order as the storagewstraint allows. Unfortunately,
when placing a replica of a document, the presence of other pécas of this document is not
considered. In the second heuristic, a server takes besidése popularity of the document also
the server's distance to the origin server into account. S, replicas at other replica servers are
not considered. The third heuristic uses a global replicatbn strategy. For each server/object
pair, a cost is calculated based on the document's populant the shortest distance between the
server and a copy of the object, and the total request rate of he server. Every iteration the
server/object pair with the best cost is selected and that ohect is placed on that server. An
iteration ends with recomputing the shortest distances betveen each server and each document.
The algorithm iterates until all the replica servers have been lled. This heuristic outperforms
the two other heuristics. However, it has a high computatioral complexity.

In RaDaR [18], Rabinovich et al. run the replica placement algorithm on each replica server.
A replica server collects access statistics for all of its douments. The algorithm deletes a replica
when its request rate drops below deletion thresholdJ and it is not the sole replica in the system.
If the request rate is aboveU, the algorithm migrates the document to a replica server loated
closer to clients that issue more than half of the requests, d improve client server proximity.
The algorithm calculates the distance usingpreference paths A preference path is a RaDaR-
speci ¢ metric that is computed by the servers based on infomation periodically extracted from
the system's routers. Finally, in case migration fails, whe the request rate of the document is
greater than replication threshold M (with M > U ), the algorithm creates an additional replica
on another server.

In SPREAD [20], replica servers periodically calculate theexpected number of requests for
every document. If the number of requests exceeds a certairhteshold, servers decide to create
a local copy of the document. They remove a replica if its poplarity decreases. If required, the
total number of replicas of a document can be restricted by is owner, by using a hop-counter
which gets decremented at every replica server where a reph is created. When the counter
reaches zero, no more replicas are placed.

These solutions are not optimal, but still have a large comptational cost. Some of them
require gathering client access information and computain of request rates for all documents.
Furthermore, it can be hard to control the number of replicas. This makes it di cult to determine
the degree of fault tolerance.

This thesis proposes a di erent and simpler solution: placereplicas at K randomly selected



servers. This placement algorithm does not take client or nevork conditions into account when
replicas need to be placed. It just selects a random server,gssibly considering server constraints
like server load or storage capacity.

Placing the replicas at random replica servers makes sense the case of our system, as the
selection of servers that form the replica hosting system igjenerally done in such a way that
clients can be serviced well. Server locations are selecteétiat are good for hosting replicas of
many objects. When we place replicas at servers selected inrandom manner, it is likely that
we place these replicas in several parts of the system. Praled that K is high enough, this
makes it unlikely that there are clients that do not have a replica reasonably nearby.

An advantage of this solution is its simplicity. There are no computational costs, we only
need a random function. Therefore it is easy and fast. Furthemore, we do not need any
gathering of client access information. The most important advantage is that this solution
makes decentralization possible. The origin server just ha to insert documents and updates
and can be assumed unavailable for the rest of the time. The mica servers can handle placing
the replicas. A problem that we need to solve when using randm placement is locating replicas.
We discuss this problem in the next chapter.

2.3 Consistency enforcement

Having multiple copies of a document introduces a consistery problem. When one updates a
copy of a data item, all the other copies have to be destroyed robrought up-to-date as well to
prevent clients from retrieving stale data.

Consistency can be enforced using variousonsistency modelsdepending on the requested
consistency requirements. A consistency model dictates # consistency-related properties of
documents delivered by the system to its clients. A consistecy model can be implemented
using various consistency policies A consistency policy de nes how, when and to which replicas
the various content distribution mechanisms are applied. A content distribution mechanism
de nes how and when replica servers exchange the replica updes.

Section 2.3.1 discusses the various consistency models, @vh section 2.3.2 gives an overview
of content distribution mechanisms.

2.3.1 Consistency models

Consistency models dictate the consistency-related proptes of documents delivered by the
system to its clients. Consistency models di er in how strid they are in enforcing consistency.

Coherency is the strongest form of consistency. We consider a system tbe coherent when
all copies of a document in the system are identical at all tines, even in the case of updates.
Coherency is not possible in distributed systems. First, indistributed systems one faces trans-
mission delays: it takes some amount of time (unbounded) beire updates are disseminated to
replica servers. Furthermore, even when one rst spreads anpdate to all replica servers before
updating a document, it is very hard to synchronize these serers in order to apply the update
at the same time.

It is therefore impossible to de ne consistency with respetto the state of the application.
Consistency models thus de ne properties in the perspectig of clients. Strong consistency means
that when clients request documents the system behaves as iif was coherent. This does not
mean that the system is coherent. a replica that is di erent from others, for example because
the copy at the origin server is updated, must simply be destoyed or otherwise not be delivered
to clients until it is brought up-to-date. Strong consistency is seldom used in wide-area systems
due to high synchronization costs.

However, in many cases, strong consistency is not requiredVhen one relaxes on the consis-
tency strictness, weak consistencycan be applied. Weak consistency ensures that eventually &l



updates reach all replicas, possibly bounded by some time asrder constraints. As weak con-
sistency is resistant to delays in update propagation and cases less synchronization overhead,
it ts better in wide-area systems.

Consistency models usually de ne consistency along threei@rent axes: time, value and
order [30]. Order-based consistency models are generallsed in replicated databases. In these
models, replicas can di er only in the order of execution of wite operations according to certain
constraints, e.g. a maximum number of out-of-order operatbons. However, they need to to
timestamp and exchange operations among all replicas. Thesmodels are mostly useful to
support concurrent distributed updates.

Value-based consistency models [1] are based on the assurigot that each replica has an
associated numerical value that represents its current caent. They de ne consistency as the
numerical di erence between two replicas. These models ense that the di erence between the
value of a replica and that of other replicas is no greater tha a certain threshold. Value-based
consistency models can be applied to documents with a preasde nition of value, e.g. a Web
document containing the current stock rates. Unfortunately, for regular Web documents it can
be hard to obtain such a value.

Time-based consistency models [25] de ne consistency basen real time. These models
require a content distribution mechanism to ensure that an ypdate to a replica is visible to the
other replicas and clients after a maximum acceptable threlsold of time. An advantage of this
kind of models is that they are applicable to all kinds of documents and independent of the
document's semantics. Alex [5] is a global le system that ugs a time-based consistency model
for maintaining consistency of FTP caches. The consistencyolicy in this system guarantees
that the only updates that might not yet be re ected on a repli ca server are the ones that have
happened in the last 10% of the reported age of the le.

The goal of this thesis is to propose a replication policy tha implements best-e ort weak
consistency. It adopts a time-based consistency model anchsures that updates are spread in a
reasonable limited time interval after an update takes pla@ at the original document. During
this time interval the updated document is available for clients, although clients may access stale
data. Therefore, we strive to keep the update disseminatiortime as low as possible.

2.3.2 Content distribution mechanisms

Content distribution mechanisms de ne the exchange of repica updates. They dier on two
aspects: the form of the update and the direction in which updtes are triggered. The decision
for these two aspects is a tradeo between the degree of corstency one wants to achieve and
the communication overhead it introduces.

Replica updates can be transferred in three di erent forms: state shipping delta shippingand
function shipping. State shipping is the simplest form, just the whole replicais sent. When one
uses delta shipping, only di erences with the previous vergn are transmitted. With function
shipping, only the operations that cause the changes are sén

The advantage of delta and function shipping is that they can incur less communication
overhead compared to state shipping, as only the actual chages are sent, respectively the size of
the description of the operations is usually independent fom the object state and size. However,
it requires each replica server to have the previous replicaersion available. Furthermore, delta
shipping assumes that the di erences between two documentersions can be quickly computed,
which can be become di cult for regular documents. Finally, function shipping forces the replica
servers to be able to perform a, possible computationally dmanding, operation.

Although state shipping can incur signi cant communication overhead, especially when a
small update is performed on a large document, there are no coplex computations needed.
Even more important, it does not require replica servers to lave the previous replica version
available. This makes the replication policy more exible as updates can be placed on replica



servers that do not have a copy of the document yet without geerating communication overhead
caused by retrieving the previous version. This is an imporant property in order to make the
replication policy decentralized as we explain in the next bapter.

The update transfer can be initiated by the replica server that needs a new version, gull,
or by the replica server that holds the new replica version, gpush Furthermore a combination
of both mechanisms can be used.

With a pull-based approach, the replica server determines Wwen to fetch a new version of a
document from its origin server. This has the advantage thatorigin servers do not have to store
state information, which leads to higher fault tolerance. However, replica servers have to estimate
when to pull an update. A replica server can check on every d@int request for a document if
the origin server has a newer version. If so, the origin servaeturns the new version, else just a
header stating the replica is still up-to-date is returned. This approach has the advantage that
strong consistency is possible. Unfortunately, it can incu large communication overhead as the
origin server has to be contacted for each request even if theeplica is still valid.

In another approach, the replica server computes a'ime To Refresh (TTR) attribute for
each of its documents, which denotes the next time the docunreg should be validated. The
value of TTR can be a constant, or can be calculated from the upate rate of the document.
It may also depend on the system's consistency requirementsRapidly changing documents or
stringent consistency requirements require a small TTR, wlereas documents with infrequent
changes or less stringent consistency requirements can tewa larger TTR. However, enforcing
stricter consistency depends on careful estimation of TTR:small TTR values provide good
consistency, but at the cost of unnecessary transfers wherhe document was not updated.

One can also combine both approaches: only after the TTR vala expires, validity checking is
performed. Although this incurs less communication overhad, strong consistency is not possible
and good estimation of the TTR attribute is still important.

The push-based scheme ensures there is only communicatiorhen there is an update. This
way, one can provide strong consistency without introducirg the communication overhead from
the validity checking approach: since the origin server is ware of changes, it can precisely
determine which changes to push and when. However, the rega server initiating the update
transfer needs to keep track of all replica servers to be infoned, but it has been shown that
storing this list can be done in an e cient way [4]. A more important problem is that the
origin server becomes a single point of failure, as the faihe of this server a ects the system's
consistency until it is recovered.

A disadvantage of the push approach is that the origin servethas to keep track of all replica
servers to be informed. This thesis proposes a replication glicy where the origin server can
just insert a new (version of a) document into the system and @sconnect from the system. The
origin server does not have to store state information. It oy has to know the addresses of some
arbitrary replica servers in the system to which it can send tie documents and updates.

In [3], Bhide et al. propose a couple of schemes where push and pull are combinedhn
one scheme they use push and pull simultaneously to achievedeantages of both approaches.
Another scheme adaptively chooses between push and pull depding on the data change rate,
client requirements or resource availability. A more suitéble way of combining push and pull
for our replication policy is to allow the former to trigger t he latter. This can be done using
invalidations. A document's origin server pushes invalidations to a replta server. They inform
the replica server that the replica it holds is outdated. Then, the replica server can decide to
pull the new version from the origin server. In the proposed eplication policy, the origin server
can insert the invalidation into the system. The replica sewvers take care of disseminating the
invalidation. A replica server that needs the new version ca pull it from the origin server,
but also from replica servers that have obtained a copy. In ths approach the origin server can
disconnect after the update is fetched at least once.
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2.4 Request routing

When a client issues a request for a certain document, the regest needs to be routed to a copy
of the requested document. To accomplish this, one rst has ¢ select a server that handles the
request. There are two possible server selection approactiethe server is selected out of (a subset
of) the K servers that possess a replica of the requested document, tire server is selected out
of (a subset of) all the N servers in the replica hosting system. In the former approdag, one
has to determine which (subset of the)K servers have a copy of the requested document before
selecting one of them. This requires that one has to identifyat least one server that has a copy
of the requested document. This approach can be useful whedentifying replica servers with a
certain document copy is easy. In the latter approach, one da select a server out of (a subset
of) all the servers in the system. With this approach no ideni cation of servers possessing a
copy of the requested document is needed. However, when thelected server does not have a
local copy, this server has to nd one. This approach may be usful when identifying replica
servers with a certain document copy is hard. However, one shuld be able to locate replicas in
an e cient way. We discuss locating replicas in the next chapter.

After the selection approach is chosen, one has to select or{fer more for fault tolerance
reasons) server that should handle the client request. Ther are two possible policies for selecting
the server: non-adaptive and adaptive In non-adaptive policies, current system conditions are
not considered when selecting a server. Instead, they expgtoheuristics based on assumptions
of system conditions. The advantage of these policies is thiahey are easy to implement. A
disadvantage is that these policies only work when the assuptions made by the heuristics are
met.

In adaptive policies, current system conditions, e.g. sersr load, client-server distance and
end-to-end latency, are considered when selecting a servefhe advantage is that they are able
to adapt their behavior to changing situations. However, they achieve this at the cost of a higher
complexity. Selecting a server selection policy is a task othe replica hosting system. When
system conditions are monitored, the system can decide to @sthese when selecting a server for
handling a client request.

Finally, when a server is selected, one has to inform the clig about the selected server
to which it is redirected. This can be done usingnon-transparent, transparent or combined
mechanisms Non-transparent mechanisms reveal the redirection to theclients. They can be
implemented with HTTP. An advantage is that these mechanisns are easy to implement. How-
ever, they introduce an explicit binding between a client ard a given replica server. Transparent
mechanisms perform client request redirection in a transpeent manner. These mechanisms can
be based on DNS. They do not introduce explicit bounds betwee clients and replica servers,
even if the clients store references to replicas. Howeverhey have poor client identi cation and
coarse redirection granularity. One can also combine trangarent and non-transparent mecha-
nisms to achieve better results. Like the server selection g@icy, the inform mechanism is a task
of the replica hosting system.

2.5 Availability

In a distributed system failures can occur. Replicas can bemme unavailable because of failing
replica servers, or become unreachable because of networélfires. Systems such as Akamai
assume that a signi cant and constantly changing number of @mponents or other failures occur
at all times in the network [1]. Consequently, the system musbe designed such that Web content
can be delivered successfully under these circumstances.nAmportant principle Akamai uses

is redundancy, especially for DNS servers which direct end sers to Web servers. It achieves
redundancy in DNS by introducing a two-layer approach combned with returning multiple 1P

addresses. Furthermore, Akamai continuously monitors thestate of services, and their servers
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and networks. This way it can detect failures quickly and male sure they do not a ect clients,
e.g. by directing clients to other, correctly working serves.

In Globule [16] the origin server contains the authoritative version of all documents of its
site and normally should be reachable by other servers at altimes. However, as the origin
server cannot be assumed to be always available, Globule us@ne or more backup servers to
guarantee availability of the site. These backup servers miatain a full up-to-date copy of the
hosted site. When the origin is unavailable, one available bckup server is su cient for the
site to work correctly. The goal of replica servers is not inceasing availability but maximizing
performance. In the worst case a failing replica leads to ineased response times. Even when
all replica servers fail, the requested document can be fouhat the origin or one of the backup
servers. Globule monitors the availability of origin, backup and replica servers to avoid directing
a client to an unavailable server.

Decrepol does not need a backup server for availability. Ingad, it spreads all documents of
the origin server across the replica servers. When a replicaerver does not have a local copy of
a document it knows where to fetch it. Failing replica serves lead to decreased performance.
As long as at least one copy of each document of the site remaravailable the site is available.
Therefore, the replication degree of the documents dictate the degree of availability. In case
the origin server fails, we cannot insert new documents or ugates into the system, but it does
not a ect fetching documents currently in the system.

In Decrepol, when a replica server recovers from a failure ancan distinguish two cases: the
server has no state or it does have a state. In the rst case, th replica server is the same as
a joining server. It just has to announce its presence and askor replicas. In the other case,
the replica server may contain stale documents as it may havenissed some updates during the
period it was unavailable. Therefore, it should make sure itfetches the missing updates and
brings its documents up-to-date. We discuss these issues &ngth in Section 2.3.

2.6 Replication policies in Globule

In Globule [16] the origin server contains the authoritative version of all documents of its site, and
is responsible for distributing contents among other involred servers. Backup servers maintain a
full up-to-date copy of the hosted site and guarantee the avdability of the site. Replica servers
contain only a partial copy of the site and their goal is to maximize performance.

Globule supports multiple replication policies. With proxy there is no creation of replicas at
all. All replica servers forward their requests directly to the origin server. With RepINoConsthe
origin server creates replicas at replica servers and keejiisthere forever without checking. This
policy is obviously useful only in a few extremely speci c caes. TTL allows a replica server to
deliver a copy to a requester without any consistency check gring a xed amount of time t since
a fresh copy has been fetched. If the period has expired a cdetency check is required. Alex
is basically the same as TTL, but uses a variable amount of tine a after which a consistency
check is required. The amount of time can be varied accordingo for example the update rate
of a document, as highly updated documents require a shortevalidation time.

TTL and Alex allow a bounded inconsistency whereas our goald to minimize it. When
applying Invalidation for a certain document, replica servers owning a copy of thislocument,
register at the origin server. The origin server sends a meage to all registered replica servers
when the document is updated so that they drop their outdated copy. This however creates
problems if certain replica servers are unavailable at the ime of a document update. When a
replica server that is registered at the origin server becoras unavailable, the origin server cannot
send update messages to the replica server. However, whenetheplica server recovers it needs
the update messages it missed during the period it was down inrder to update its documents.
As the origin server is responsible for delivering these upate messages, it has to bu er the
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replica server's update messages until the replica serverdeomes available again.

When the origin server is down, no updates can be inserted tohte system. Furthermore,
when a replica server needs a document it does not have locgllthe replica server needs to
contact the backup server for it. The replica server cannot egister at the origin server for this
document until the origin is available again. The backup sewer usually delivers the document
using TTL. Another option is to let the replica server register at the backup server. However,
the backup server needs to forward all its registrations to he origin server when it becomes
available again.

An important feature of Decrepol that the previous replication policies do not support is
that it allows the origin server to be unavailable most of the time. Furthermore, the replica
servers organize themselves such that there is at least onepy of each document among them,
possibly more for fault tolerance or performance reasons. &plica servers that do not have a
local copy of a document know where they can fetch it. The mainadvantage of this approach
is that the origin server only has to be available when an upd& needs to be inserted and can
be unavailable for the rest of the time. Therefore the originserver can be a laptop or PDA.
Furthermore, the origin server is no single point of failure The replica servers are responsible
for spreading replicas and handling client requests in a disibuted manner.
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Chapter 3

Related Work: Peer-to-Peer

This thesis proposes a decentralized replication policy wére the replica servers need to organize
themselves such that the right number of replicas of a documa is placed on the right replica
servers, they know where to fetch documents not possessedchdly, and the replicas are kept
consistent. We only need the presence of the origin server vem we have to insert a new document
or an updated version into the system.

These properties come close to those o ered by peer-to-pee@werlays: sharing computer re-
sources, decentralization, self-organizing, resilienc® network and server failures. We therefore
decided to structure our replication policy following peerto-peer architectures. Section 3.1 gives
an overview of peer-to-peer systems. Section 3.2 discussasstructured peer-to-peer systems in
detail, thereby stating which of their properties can be usel for our replication policy and which
issues they might introduce. Section 3.3 does the same forrsictured peer-to-peer systems.

3.1 Overview

Peer-to-peer systems are distributed systems with two de 1ing characteristics: sharing of com-
puter resources (e.g. content, CPU cycles, storage and bamddth) by direct exchange, rather
than requiring the intermediation of a centralized server, and the ability to treat instability and
variable connectivity as the norm, automatically adapting to failures in both network connec-
tions and computers, as well as to a transient population of mwdes [2]. One can distinguish three
kinds of peer-to-peer systems.

The rst is designed to e ciently support content-based searching These systems often use
a centralized index server to facilitate interaction between peers by performing lookups and
identifying the nodes storing the les. An example of such ahybrid decentralized system is
Napster [14]. The advantage of such systems is that they areasy to implement and locate
les quickly and e ciently. However, they also introduce a s ingle point of failure and therefore
are not scalable. This is something we want to avoid in the prposed replication policy, so
we need a more decentralized solution. Other peer-to-peeroatent-based searching systems
use supernodes as index servers. These nodes are dynamicabksigned and assume a more
important role acting as local central indexes for les shaed by local peers. Examples of this
kind of partially centralized systems include KaZaa [12] and Gnutella [8]. Supernodes madye
interesting as the network becomes large and can introduce #ierarchical structure to make
the system scalable. However, in this thesis we consider ngbrks of only hundreds, maybe
thousands of servers.

The second kind of systems is based oepidemic protocols The goal of these systems is
the rapid and e cient dissemination of information. A cruci al element in an epidemic protocol
is that a participating peer can randomly select another pee to exchange information with.
Example systems include Newscast [10, 27] and CYCLON [26]. fese kinds of systems are
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purely decentralized i.e. all nodes in the network perform exactly the same tasksacting both

as servers and clients, and there is no central coordinatiorof their activities. The placement

of content is unrelated to the overlay topology. An advantage of these networks is that they
are easily maintained. However, as there is no correlation &ween content and nodes, content
typically needs to be located. This can be done by brute forcenethods such as ooding, but
such a solution can cause availability and scalability prolems. Therefore a more sophisticated
location method is needed. We discuss peer-to-peer systengsed on epidemic protocols in
Section 3.2.

The third kind uses a structured overlay network, i.e. the nework formed on top of and
independently from the underlying physical computer netwak, for e ciently routing a request
to its destination. The overlay topology is tightly control led and les are placed at precisely
speci ed locations. Examples of such systems include Chor23], CAN [19], and Pastry [21]. All
structured systems are inherently purely decentralized agorm follows function. An advantage
of structured systems is that they provide a scalable solutbn where queries can be e ciently
routed to the node with the desired content. On the other handit can be hard to maintain the
structure required for e ciently routing messages in the face of a very transient node population,
in which nodes are joining and leaving at a high rate. We discas structured peer-to-peer systems
in Section 3.3.

3.2 Unstructured peer-to-peer systems based on epidemic pr o-
tocols

There are many epidemic protocols, but we discuss only a fewfahem. Our main focus is
on Newscast and CYCLON, as they form the basis of our full regtation policy and of the
unstructured version of our partial replication policy. In addition we discuss some protocols
based on CYCLON, namely CYCLON-VICINITY, T-Man and Sub-2-S ub, as they o er solutions
for locating replicas that can be used in our partial replicaion policy.

The Newscast protocol [10, 27] is an epidemic protocol that @mbines information dis-
semination with e cient membership management in large, dynamically changing sets of au-
tonomous agents. Agents can join and leave at virtually no cet at all, and without a ecting
the information-dissemination properties of the protocol

Newscast is based on a collection of agents where each agerincprovide news. Every
agent has an associated correspondent running on the same ofane hosting the agent. All
correspondents together form a news agency responsible fepreading the news to all agents.
Figure 3.1 shows the overall architecture of Newscast. The @ nition of what counts as news is
application dependent. Each correspondent maintains a cdee of at most ¢ news items. When
a correspondent receives a news item from its agent, the forem timestamps the item, adds its
network address to it, and subsequently adds the item to its ache. A news item consists of an
agent identi er and the actual news the agent provides. Corespondents periodically exchange
caches. This is done as follows. The correspondent asks fofresh news item from its agent and
adds it to its cache. It selects randomly a correspondent by ensidering the network addresses of
other correspondents in the cache. The cache contains only small subset of network addresses
of peers in the system. The correspondent sends all items irisi cache and receives all cache
items from the other correspondent. After the exchange bothcorrespondents pass the received
items on to their agent and add them also to their cache. Subgguently the correspondents keep
the c freshest items in their cache according to the timestamps.

An advantage of Newscast is the simple membership managemieprotocol. When a node
wants to join the system, it just has to identify the network address of any arbitrarily chosen
correspondent and initialize its own cache with the one of tlat correspondent. Leaving the
system requires no action at all. A correspondent will be fogotten in a limited amount of time
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Figure 3.1: The organization of a Newscast application.

when it does not provide news items anymore. Therefore, Newsst is robust to node failures.
Another important advantage of Newscast is that it can disseninate information quickly to
all nodes in the system. Furthermore, there is no global syrwronization required among all
correspondents. They just need to keep time consistent withn a single cache, which can be
achieved by exchanging local time and modify timestamps of@ceived items accordingly.

Newscast considers the latest news from an agent most impant and the fresher the news
is the better. Old information is thrown away whenever a freder item from the same source is
available. However, in a Web hosting system things are a litte di erent. What is considered
most important is not the latest news item of an origin server(e.g. announce of a new document
or update), but the latest version of a document. This means hat if we announce each new
version of a document in a news item, it should be possible fawo news item of the same source
to be in a correspondent's cache at the same time, otherwis@n origin server could only insert
a new item when the previously inserted news item has reachedll necessary replica servers in
the system and can be removed from the caches.

Another problem when directly mapping a Web replication policy on Newscast might be
locating content. Newscast is about disseminating news to lanodes in the network. We can
consider announcing a new document or update as news. When waace this document on
all nodes in the network, as is the case with full replication locating a copy is not an issue as
one can just ask an arbitrary node. However, in the case of paal replication only a subset of
the nodes in the network should store a copy of the document. Wen one requests a partially
replicated document from a server that does not have a copy sted locally, the server needs
to locate a copy by searching the system. Although Newscastends to lead to small average
path lengths [27], when there is no correlation between doauents and nodes, and the number
of replicas is relatively small compared to the number of nods in the network, searching can
still become a complex task taking a lot of time and/or requiring a lot of communication and
thus bandwidth.

Another important disadvantage of Newscast is that it creates communication graphs with
a relative high clustering coe cient [27], which, for a given node, is the fraction of pairs of its
neighbors that are also neighbors of each other. This does honly weaken the connectivity of
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a cluster to the rest of the network, and therefore increasig the chances of partitioning, but is
also not optimal for information dissemination due to the high number of redundant message
deliveries within highly clustered parts of the network [26].

CYCLON [26] is a gossip-based protocol that looks very muchike Newscast. However,
CYCLON diers in a few aspects from newscast. Firstly, nodesexchange only subsets of their
caches instead of whole caches. This requires less bandwhdivithout a ecting the connectivity
of the overlay. Secondly, a node selects the node with the obgt timestamp in its cache to gossip
with instead of selecting a peer randomly. This way the time apointer can be passed around
until it is chosen by some node for gossiping is limited, redting in a more up to date overlay.
Furthermore, selecting the node with the oldest timestamp kads to a predictable lifetime of each
pointer and controls the number of existing pointers to a given node at any time. Finally, there
is a di erence in deciding which items to keep after gossipig. CYCLON replaces, in case the
cache is full, sent items by received items, whereas Newsdasodes keep thec freshest items.

A disadvantage of CYCLON compared to Newscast is that the fomer requires a more
complex join operation. When a new nodeP wants to join the network, like in Newscast it has
to know any single node that is already part of the network, whch we refer to asintroducer.
However, instead of just initialize the cache of nodeP with the cache of the introducer, the
introducer initiates cache sizec random walks of length at least equal to the average path
length. A node Q where a random walk ends replaces a random entry of its cacheith a fresh
entry of node P. Furthermore, node P adds the replaced item of node&Q to its cache. This way,
the cache of nodeP is not only lled with randomly chosen nodes in the network, but also the
number of references toP is equal to the cache size, and the number of references to thather
nodes in the network has not been modi ed. Random walks may fé because of node failures
or an unreliable network. Fortunately, a node can join by beng involved in an exchange with a
single other node, although it takes some more rounds beforiés cache is full [26].

The main advantage of CYCLON is that it creates communication graphs with a lower
clustering coe cient than newscast does. The coe cient is practical equal to the clustering
coe cient of randomly created graphs. However, CYCLON doesnot solve the content location
problem.

In [29], Voulgaris et al. propose a two-layered approach to allow for searching basedn
grouping semantically related nodes, as shown in Figure 3.2The bottom layer is CYCLON.
CYCLON creates an overlay with completely random, uncorrehted links between nodes, and
feeds the top layer with random nodes to make sure the top layeadapts to changes in the
network, e.g. joining nodes and nodes with changed content.The top layer, VICINITY, is
dedicated to grouping semantically related nodes. Each nog has a semantic view, which is a
dynamic list of semantic neighbors. A node rst queries its €mantically close peers before using
search methods that span the entire network. The goal of thissystem is to organize semantic
views so as to maximize the hit ratio of the rst phase of the sarch. This approach is very
suitable for content-based searching. However, in a Web hdisg system nodes generally do not
have such a semantic relation.

T-Man [9] is a protocol that can be used in large distributed ystems for constructing and
maintaining di erent types of topologies in a gossip-basedfashion. It uses a ranking function
that de nes the topology by ranking nodes according to increasing distance from any given node.
The goal of T-Man is constructing and maintaining a target topology by connecting all nodes
in the network to the right neighbors according to the ranking function.

T-Man di ers from Newscast and CYCLON in two ways. First, it s elects a node for gossiping
by rst applying the ranking function to order the items in th e view and then select a random
item from the rst half of the view instead of selecting from t he view a completely random item
or the oldest item respectively. Second, after a node has eRanged items, it uses the ranking
function to order the items in the view, and instead of keepirg the c freshest items, it keeps the
rst c items according to the ranking function. Furthermore, T-Man feeds the protocol with
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Figure 3.2: The two-layered protocol.

Figure 3.3: A torus.

random nodes in the network using a service like CYCLON, in oder to adapt to changes in the
network.

Using T-Man, we can construct the servers in a Web hosting syiem in a topology that
facilitates locating documents. We can create such a topolgy by assigning the servers a server
identi er, for example by hashing the server's address, andselecting a certain ranking function.
We can also assign the documents an identi er, for example byhashing the document's URL.
This way, we can create a correlation between servers and doments, where we place a document
at a server with an equal identi er or an identi er that is clo se to that of the document. When
one requests a document from a server that does not have the doment stored locally, the server
knows it has to nd a server with an identi er closer to that of the requested document. The
requested server can nd such a server when we have constried a suitable topology.

A suitable topology for searching purposes has a low diameteand includes hints on how to
get closer to the destination. A torus is an example of such adpology. It is a three-dimensional
gure that is the product of two circles as shown in Figure 3.3 One can create it from a mesh
where the opposite edges are connected in both horizontal agrtical direction.

Sub-2-Sub [28] is a content-based publish/subscribe syste In such a system subscribers
express their interest in data by registering subscriptiors. Subscriptions are represented by
arbitrary predicates on attributes. Publishers notify subscribers of events matching their sub-
scriptions.

Sub-2-Sub uses VICINITY to automatically cluster subscribers with similar interests. Once
subscriptions are clustered, Sub-2-Sub sends events ditgcto the matching cluster where they
are e ciently disseminated. It uses CYCLON to discover new nodes and to keep the overlay
connected in a single partition. Finally, to make sure all interested subscribers receive an event,
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it organizes subscribers that have the same interest in bidectional rings.

The main di erence with Web hosting systems is that in publish/subscribe systems servers
where data needs to be routed to, express their interest in th data. In Web hosting systems,
replica servers do not express their interest, instead the @al is to nd a suitable set of replica
servers to store the replicas of a document. However, when wean distinguish a serverP where
a replica needs to be placed, by using identi ers for both douments and servers as explained
before, and a suitable topology is created using T-Man, therlike in Sub-2-Sub Vicinity can be
used to spread the replicas across servers with an identi eclose the identi er of node P.

However, when we use identi ers for both documents and servs as explained before, we
can distinguish a serverP where we need to place a replica. Furthermore, when we creata
suitable topology using T-man, we can locate this server. Fially, we can use Vicinity to spread
the replicas across servers with an identi er close to the ignti er of node P.

3.3 Structured peer-to-peer systems

There are many structured peer-to-peer systems acting as diributed hash tables. We discuss
only a few of them. Our particular attention is focused on Chad, as it forms the basis of our
structured partial replication policy, and CFS, which is a storage system based on Chord. In
addition we brie y discuss CAN and Pastry and point out the main di erences of these systems
with Chord.

Chord [23] is a peer-to-peer lookup protocol. It acts as a disibuted hash function mapping
keys onto nodes. Such a node might be responsible for storireyvalue associated with the key.
Chord usesconsistent hashing[13] to assign keys to nodes. An advantage of consistent haisiy
is that it tends to balance load as each node is assigned roubhthe same number of keys.
Another advantage is that the number of keys that are reassiged to other nodes when a node
joins or leaves the system is small: @®(1=N) fraction of all the keys in the system is reassigned
when an N th node joins or leaves the system.

In Chord, the routing table is distributed, so each node need to store information about
only a few other nodes, namelyO(logN). That information is needed for e cient routing, but
performance degrades gracefully when that information is ot of date. In the worst case, only
one piece of information per node needs to be correct in ordeo guarantee correct routing of
queries. Chord automatically adjusts its internal tables to re ect newly joined nodes as well as
node failures.

The consistent hash function assigns each node and each kep a-bit identier . A node's
identi er is chosen by hashing the node's IP address, whereaa key identi er is produced by
hashing the key. Identi ers are ordered on an identi er circle modulo 2". Key k is assigned to
the rst node whose identi er is equal to or follows the identier of k in the identi er space.
This node is called thesuccessornode of keyk. Figure 3.4 shows an identi er circle with m = 6,
consisting of ten nodes storing ve keys. In Chord, each nodenaintains a routing table with up
to m entries, called the nger table. Each node stores information about only a small number of
other nodes, and knows more about nodes closely following @n the identi er circle than about
nodes farther away. More precisely, each node has nger tabl entries at power of two intervals
around the identi er circle. Figure 3.5 shows the nger table entries for node 8. A node's nger
table generally does not contain enough information to diretly determine the successor of an
arbitrary key k. Therefore, a node needs to communicate with other nodes inrder to perform
a lookup.

A lookup of key identi er id by node n consists of nding the successor node oid. If id
falls betweenn and its successorn's successor is also the successor iof. Otherwise, noden
asks the nodep in its nger table whose identi er immediately precedes id to nd the successor
node ofid. The reason for this choice is that the closem is to id the more it will know about
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the identi er circle in the region of id. Since each node has nger table entries at power of two
intervals around the identi er circle, each node can forward a lookup query at least halfway
along the remaining distance between the node and the targetdenti er. A lookup requires
O(logN) messages in arN -node network. Figure 3.6 shows the lookup of key 54 startingat
node 8.

When we map our replication policy on Chord, we need to assoate a key with each Web
document, for example by hashing its URL. Then we can place a dcument on the successor
node of its key. In Chord, nodes can maintain a successor listontaining the node's rst r
successors in order to increase robustness. If a node's imdiate successor does not respond,
the node can contact the next successor in the list. We can usthis successor list mechanism
to store multiple replicas of a document in the system, by steing replicas of a document on the
rst k successor nodes of the associated key.

When a node n joins the network it asks an arbitrary node in the network to nd the
successor of its identi er, and stores this information in its routing table. Furthermore, certain
keys previously assigned tan's successor now become assigned to For our replication policy
this means that we need to transfer the documents associatewvith these keys to their new
successor node. A stabilization protocol that runs periodeally updates nger table and successor
entries to ensure lookups execute correctly as the set of pcipating nodes changes. When node
n leaves the network, all of its assigned keys are reassigned n's successor. This means for
our replication policy, that when a node is about to leave, it can transfer its documents to its
successor and notify its predecessor before leaving.

The main advantage of Chord is its e cient location of data it ems, and the fact that lookup
operations run in predictable time and always result succes or de nitive failure. However,
mapping a Web replication policy directly on Chord introduc es a number of issues that need to
be solved. The rstissue is maintaining consistency of the eplicas, especially in the presence of
failures. Secondly, Chord does not support load balancing étween replicas in the successor list.
Currently, it always contacts the rst successor. In case ths successor is unavailable, it selects
the next one. The last issue is routing table maintenance in he presence of joining and failing
server, and its e ect on lookups.

21



The Cooperative File System (CFS) [7] is a peer-to-peer reatnly storage system based on
Chord. A CFS le system is read-only from the client's perspective, but the owner of a le
system can update it. CFS stores le blocks instead of full d@uments, so documents can be
spread over multiple servers in the system. This prevents lege les from causing unbalanced use
of storage. CFS uses Chord to locate the servers responsilfla a block. This way, it can achieve
load balance by spreading the blocks of popular large les oor many servers. CFS replicates
each block at a small number of servers to provide fault toleance.

CFS places a block on its successor node. Furthermore, it pi@s replicas of the block at
the k servers immediately after this successor node on the Chordrrg. The successor node is
responsible of making sure thatk of the successors in itg -entry successor list have a replica of
the document. Therefore, CFS must be con gured so thatr k. However, when a document
has a high number of replicas, the successor list becomes dg.

CAN [19] is also a distributed hash table mapping keys onto ndes. The main di erence with
Chord is that CAN uses ad-dimensional Cartesian coordinate space. Each node mainias O(d)
state, namely its immediate neighbors in the coordinate spae. The lookup costs areO(dN 1=9).
Thus, the state maintained by a CAN node does not depend on thaetwork size N, but lookup
costs increase faster tharlogN. Furthermore, CAN requires an additional maintenance protocol
to periodically remap the identi er space onto nodes.

In contrast with Chord, Pastry [21] takes the network topology into account to reduce routing
latency. However, it achieves this at the cost of a join protaol that initializes the routing table of
the new node by using the information from nodes along the pdt traversed by the join message.
As network proximity is out of the scope of this thesis and Chad can be adjusted to include
the network topology [7], Chord seems a more suitable candate for our replication policy than
Pastry.
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Chapter 4

A Rull Replication Policy

This thesis presents a decentralized replication policy foWeb documents that allows for con-
trolled partial replication. However, such a replication policy is quite complex. Therefore, we
rst discuss a simpler replication policy that achieves full replication, i.e. the replicas of a Web
document are spread acrossll replica servers in the system. Full replication is a speciakase
of replication where the number of replicas is equal to the nmber of replica servers. The main
issue for a full replication policy is to make sure all repli@ servers have an up to date copy of all
documents in the system. We can use the solution for this prolem as the base of a replication
policy that achieves a more general form of replication, whith we refer to aspartial replication .
With partial replication, the replicas of a Web document are spread acrosx replica servers in a
network with N nodes and 0<k  N. The partial replication policy has to deal with a number
of additional issues, such as locating a replica in case of aodument request to a replica server
that does not have the document stored locally, and insertig the exact number of replicas in
case the number of replicas is smaller than the number of rema servers. The next chapter
introduces a replication policy that achieves partial replication.

The main goal of the full replication policy is to make sure al replica servers have an up to
date copy of all documents in the system. As discussed in Séoh 2.3 about consistency, with
up to date we mean that the propagation delay of a document updte to all replicas remains
within reasonable limits. As also discussed in the consisteey section, we accomplish this form
of consistency using invalidation. The origin server puts @ insert noti cation into the system
announcing a new document or a document update. The main chénge for the full replication
policy is to spread the insert noti cation across all replica servers in an e cient and decentralized
way. These requirements are very similar to the properties bepidemic protocols discussed in
Section 3.2. Therefore, we structure the full replication licy following epidemic protocols as
these protocols have the property of rapid and e cient dissemination of information.

Section 4.1 describes the problems we need to solve when weustture our full replication
policy following epidemic protocols. Section 4.2 presentshe performance evaluation of our
policy and Section 4.3 concludes.

4.1 The problem

We base our full replication policy on CYCLON [26]. We chooseCYCLON over Newscast [10],
as the former creates communication graphs with a lower clusring coe cient, which is good for
the connectivity of the overlay and decreases the probabity of redundant message delivery (as
discussed in Section 3.2). CYCLON also takes care of membédrip management and of keeping
the overlay connected by means of gossiping, i.e. all sern&periodically exchange subsets of their
caches containing server identi ers of other servers in thenetwork, with a server also selected
from their caches. We just need to add to CYCLON a way to spreadthe insert noti cations,
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similar to the way Newscast spreads news. Using the Newscastethod a gossip item would
contain an insert noti cation in addition to the agent ident i er of the agent inserting the news
and a time stamp. However, Newscast considers the latest nesitem of an agent most important
and older items of the same agent are simply dropped. Thus a cae can contain only one news
item per agent at the same time. In a Web hosting system this wald mean an origin server can
insert only one insert noti cation at a time. Even worse, we can insert the next noti cation only
after the previous one has reached all replica servers. Ceinly, this is not an ideal situation.

A solution to this problem is to decouple the insert noti cat ions from the server identi ers and
treat them as separate news items. So, a cache contains servdenti er items for membership
management and keeping the overlay connected, and insert ticcation items for spreading
the information about a new document or document version. Deoupling also means that the
replication policy can use di erent strategies to spread the two types of news.

Other issues we have to deal with are about the gossiping. Thgossip framework consists of
seven steps:

. Select serverP.
. Select items to send.

. Send selected items td°.

. Handle received items (fetching corresponding documesj.

1
2
3
4. Receive items fromP.
5
6. Add received items to cache.
7

. Select items to keep in cache.

One has to select a server to gossip with, decide which itemsotsend and then actually
send the chosen items. When the selected server receives thiems from the gossip initiator,
it also selects items and sends them back to the gossip initiar. After the exchange, both
servers handle the received items, which means fetching a doment upon receiving an insert
noti cation of a document (version) not yet locally stored. After adding the received items to
the cache, the cache may contain more elements than the caclsze c allows. The gossip ends
with deciding which c items to keep in the cache. The three main elements of spreauy the
insert noti cations are therefore server selection selecting items to sendand selecting items to
keep

4.1.1 Server selection

First, a server has to select another server from its cache tgossip with. CYCLON chooses
the oldest server identi er available in the cache. This way it selects a server that has not
been contacted recently, which increases the probability breceiving new information. Another
advantage is that server identi ers have a limited lifetime. This means that CYCLON selects
server identi ers in a cache after a limited time interval, and server identi ers of failing servers
do not remain in caches for an unpredictable time. Another opion is to select a server randomly
from the cache. However, this way no guarantees can be giverver the time it takes before a
server in a cache is selected for gossiping.

4.1.2 Select items to send

The second element of spreading insert noti cations is selging the items from the cache for
gossiping. The gossiping involves two kinds of items: servedenti ers (for keeping the network
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connected and handling membership management), and insertoti cations (to spread informa-
tion about a new document or update to all replica servers). YCLON does not exchange all
server identi ers in cache. Instead, it selects a subset ofj server identi ers. This generates
less tra ¢ and thus requires less bandwidth. Furthermore, it is not necessary to exchange all
server identi ers in order to keep the overlay network connected. The subset of server identi ers
consists of the identi er of the server initiating the gossip and g 1 randomly chosen server
identi ers from its cache. The other gossip partner selectsg random server identi ers.

Selecting all insert noti cations from the cache will generate a lot of tra c and thus can
require quite some bandwidth. Therefore, we choose only a sset of g insert noti cations. A
simple solution is to randomly selectg insert noti cations. This way all insert noti cations have
an equal probability of being selected. However, older ingénoti cations may be less interesting
as they might have been selected before, or have reached (abst) all replica servers. Therefore
it seems worthwhile to choose newer insert noti cations ove older ones.

However, if one always selects thg newest noti cations, it will be harder for noti cations to
reach all replica servers, because the servers may start seting newer noti cations for gossiping
before the older ones have reached all replica servers. Ondhother hand, if one selects theg
oldest noti cations, it will be harder for newer noti catio ns to spread, which may lead to an
increased dissemination time. A better solution might be to give newer insert noti cations a
higher probability to be selected than older ones. Section 4.4 discusses a couple of probability
functions that we can use to achieve this. Furthermore, we cmpare them against each other
and against random selection.

4.1.3 Select items to keep

The last element is deciding which items to keep in the cachefter a gossip. After a gossip, a
server has received some new items (both server identi ersral insert noti cations), therefore
the number of items in the cache may exceed the cache size A server has to decide which
items to keep in the cache. In CYCLON, a server always removeglenti ers pointing to its self
and duplicate identi ers. If the cache size is still exceedd, it removes sent server identi ers. So
in practice the received items replace the sent ones. This idone in order to control the number
of references to servers. Another possibility is to keep the freshest identi ers in cache.

We can also replace sent insert noti cations by received on& However, this may lead to
migrating noti cations from server to server instead of replicating, and replication leads to
a higher dissemination speed. Another option is to keep thec freshest insert noti cations.
However, insert noti cations may be removed from caches befre reaching all replica servers.
A better solution might be to give newer noti cations a higher probability of being selected to
remain in the cache than older noti cations. Section 4.1.4 dscusses a number of probability
functions that we can use for selecting noti cations to keepin the cache and we compare them
against each other and against random selection.

4.1.4 Probability functions

Two important elements of spreading the insert noti cation s across all replica servers are select-
ing items to send and selecting items to keep in the cache aftex gossip has taken place. We can
use a probability function in order to give newer insert noti cations a higher probability of being
selected for sending. The rst function, called AGE, is based on the age of the insert noti ca-
tions, giving younger insert noti cations a higher probability of being selected. The probability
of a noti cation ny to be selected is:

1
P(ny) = B2 with ny, n; 2 updates in cache and cache size

i=1 age(nj)
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Figure 4.2: Cache with insert noti cations sorted on age.

The second function, AGE2, is similar to AGE, but it is based on agée® instead of age This
gives younger insert noti cations an even higher probabilty of being selected compared to the
previous function. The probability of a noti cation ny to be selected is:

1

P(ny) = B2 with ny, n; 2 updates in cache and cache size.

i=1 age2(n;)

In the last function, LINEAR , the probability for a noti cation of being selected decreases
linearly with the age of the noti cation. Figure 4.1 shows the probability graphs of the three
functions for the cache shown in Figure 4.2. It also shows thegrobability graph of random
selection. When we use random selection, the probability obeing selected is equal for all
noti cations.

We can also use a probability function in order to give newer msert noti cations a higher
probability of being kept in cache after a gossip. We use the ame functions as for selecting
items to send.

4.2 Performance evaluation

We ran our experiments on a simulator implementing the full replication policy. It simulates
128 replica servers and an origin server. Before we insert grdocuments into the system, the
simulator runs a warm-up phase in order to |l the caches with server identi ers and to create
a connected overlay. In the warm-up phase, we Il up the cache with random server identi er
of servers in the network. This creates a random overlay netark and has the same result as
performing the join operation of CYCLON that we discussed in Section 3.2. Furthermore, we I
the insert noti cation part of the caches by inserting enough warm-up documents to Il up the
caches. A server identi er contains an address in order to catact the server, and a timestamp
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that indicates its freshness. An insert noti cation contains the name of the document to be
inserted and its last modi cation date.

We set the initial value of the cache size to 20 for both serveidenti ers and insert noti -
cations. The gossip length which is the number of items that are selected for gossipingis set
to 3 for both items. We insert a document into the system by addng a corresponding insert
noti cation to the cache of the origin server. When a server reeds to fetch the corresponding
document of an insert noti cation, the server fetches it from the gossip partner that sent the
insert noti cation. We assume a replica server can retrievea document within one gossip round.
During a gossip round, each server initiates one gossip. Weun all experiments 20 times and
we use the median of these experiments as results.

4.2.1 Select items to send (in nite cache size)

We rst want to determine the best function for selecting insert noti cations to send. Therefore,
we start with an experiment where we use the four probability functions: RANDOM, LINEAR ,
AGE and AGE2. We do not use a select items to keep function yet and therefa use a cache
with an in nite cache size. Only duplicate insert noti cati ons are removed from the cache after a
gossip. After the warm up phase, we insert a document and andier one 50 rounds later. We are
interested in how many rounds it takes before the documents i fully spread across all replica
servers. We expect that the three probability functions that give newer insert noti cations a
higher probability to be selected than older ones, perform letter than the RANDOM function.
First, older noti cations in a cache might have been selecte for gossiping before and may have
reached (almost) all replica servers. Second, new noti cabns are often selected for gossiping
and thus might have been fully spread before newer noti catons are inserted into the system.

Figure 4.3 shows the median of how many rounds the two insert oti cations take in order
to reach all replica servers for the four select to send prolality functions. We see that, as we
expected, theRANDOM function performs worst. It takes 39 rounds for an insert nof cation
to reach all replica servers. TheLINEAR function performs almost twice as fast with 21 rounds.
The results of AGE and AGE2 are almost equal. They outperform the two other functions:
an insert noti cation needs only 5 rounds in order to be fully spread. It therefore seems that
functions AGE and AGE2 are the best candidates for selecting items to send when we @gaches
with an in nite size.

4.2.2 Select items to send ( nite cache size)

Next, we want to determine the in uence of a nite cache size an the number of rounds it takes

for replicating documents to all replica servers. We selecthe simplest select items to keep
function RANDOM . After the warm up phase, we insert 80 documents, one every & gossip
rounds. We also conduct an experiment where we insert a docuemt every two rounds, in order

to see whether a higher insert frequency in uences the perionance of the select items to send
functions. We should achieve a lower dissemination speed #&m with the previous experiment

for two reasons. First, caches might drop noti cations befae they have reached all replicas.
Second, there is more competition between noti cations in @tting selected, especially when we
insert noti cations every two rounds. Note that relatively frequent insertions are realistic with

respect to common access patterns to Web sites, as documenpdates are quite bursty and can

occasionally happen at reduced time intervals.

Figure 4.4 shows the dissemination progress of an insert niotation when we insert noti-
cations every ve rounds. We see that the RANDOM select items to send function clearly
performs worst. After 100 rounds, a noti cation has reachedonly slightly more than 50 replica
servers. TheAGE and LINEAR functions perform better with 23 and 22 rounds respectively
Though, AGE has some trouble reaching the last 2 percent of the replica seers. AGE2 out-
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Figure 4.3: Dissemination progress of an insert noti catian using various select to send functions
and an in nite cache size.

performs the other functions. We see that an insert noti cation only needs 7 gossip rounds in
order to reach all replica servers. This indicatesAGE?2 is the best candidate for selecting items
to send when we use caches with a nite cache size.

However, when we insert noti cations every two rounds instead of every ve rounds, the
dissemination progress of a noti cation changes dramaticly as shown in gure 4.5. We see
that when we useAGEZ2, an insert noti cation still has not reached all replica servers after 100
gossip rounds.AGE needs 58 rounds to reach all replica serverd.INEAR performs best, as an
insert noti cation only needs 24 gossip rounds in order to rech all replica servers.

When comparing the di erent functions under both workloads, RANDOM obviously per-
forms worst. The two age functions tend to give newer insert oti cation a too high probability
of being selected for gossiping. This way, insert noti catons have some trouble reaching all
replica servers when there is a high insert frequency of insenoti cations. LINEAR , on the
other hand, does not always provide the best performance buis a safe option as its performance
is relatively predictable under various update scenarios.Therefore, we decide to usd INEAR
for our select items to send function.

4.2.3 Select items to keep

Previous experiments show thatLINEAR is the most suitable function for selecting items to
send, so we use this function in the rest of our experiments. fie next step is to determine the
best select items to keep function. Therefore, we run the prgous experiments again, only the
select items to send function remains constant and we vary th select items to keep function.
We expect that the three functions that give newer noti cati ons a higher probability to stay in
the cache after a gossip, perform better than the random funtion. Indeed, the random function
may remove a noti cation from a cache from a replica server béore this server has been able
to select it for gossiping. Especially when this happens at ia early stage of the dissemination
process of a noti cation, such a noti cation might replicat e slower, or even not reach all replica
servers at all. As the other three functions give new noti caions a low probability of being
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removed from a cache, it is less likely that such a situation ocurs with these functions.

Figure 4.6 shows the dissemination progress of an insert niotation inserted every ve rounds
for the various select items to keep functions. We see that wn we useRANDOM as select
items to keep function, an insert noti cation reaches all replica servers in 22 rounds. The three
other functions perform the same resulting in 19 rounds.

However, as shown in gure 4.7, when we insert an insert notication every two rounds,
AGE?2 performs slightly better than AGE and LINEAR . Therefore, we decide to useéAGE2 for
our select items to keep function.

4.2.4 Threshold

In this section we investigate whether using a threshold forthe select items to keep function
improves the dissemination speed of the insert noti catiors. When we use a threshold ofx
percent, this means we keep the freshest percent of the insert noti cation in cache anyhow
when we apply the select items to keep function. So the seledtems to keep function works
only on the other insert noti cations in cache. This way, we may protect the most recent insert
noti cations until newer ones arrive, and increase the charme that we select them for sending
before we remove them from a cache.

We run our experiments using a threshold of 10, 20, 30 and 40 peent. Figure 4.8 shows
the dissemination speed of an insert noti cation inserted &ery ve rounds using the various
thresholds and gure 4.9 shows the same for noti cations ingrted every two rounds. We can see
that the graphs are extremely similar. For all used threshods, a noti cations needs 20 rounds
in order to reach all replica servers. Therefore, it does nomake sense to use such a threshold.
Apparently, the select items to keep function AGE2 gives thenewest insert noti cations such a
high probability of being kept in cache that a threshold has ro e ect on the dissemination speed
at all.
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4.2.,5 Optimal cache size and gossip length

Finally, now that we have identi ed the best function for bot h selecting items to send and
selecting items to keep, we would like to determine whether he initial cache size and gossip
length are optimal or whether we can use a smaller value.

We run the same experiments as before, inserting 80 documesgitone every two gossip rounds.
We start with determining the optimal cache size for the sener identi ers. Figure 4.10 shows
the dissemination progress of an insert noti cation for sewer identi er cache sizes of 20, 10 and
5. We see that the cache size barely matters, and that the praicol is very robust to various
cache sizes. In the rest of the experiments we set the serveddnti er cache size to 10.

Next, we determine the optimal cache size for insert noti caions. Figure 4.11 shows the
dissemination progress of an insert noti cation for noti c ation cache sizes of 20, 10 and 5. We
see that when we use a cache size of 10, a noti cation only nesd.1 rounds to reach all replica
servers, instead of 19 rounds. However, a cache size of 5 givan even better result: a noti cation
reaches all replica servers within 6 rounds. Therefore, wee$ the noti cation cache size to 5.

Note that this result is counter-intuitive as we would exped a faster dissemination progress
of the noti cations when we use a greater cache size. In a smiatache, the probability of selecting
new items is higher. Therefore, new items are selected for gsiping at least once before newer
items arrive. This leads to a high dissemination speed of theoti cations. However, a smaller
cache size bounds the insert rate of the noti cations. We preume that when we (temporarily)
insert noti cations at a higher rate, noti cations will get removed from the cache before being
selected for gossiping, leading to a smaller disseminatiospeed.

Now, we can determine the optimal gossip length for the serveidenti ers. Figure 4.12 shows
the dissemination progress of an insert noti cation for sewer identi er gossip lengths 3, 2 and
1. We see that the results are the same for the three gossip lgths. This is due to the fact that
in these experiments, the set of nodes participating in the gstem does not change. When nodes
join and leave, a higher gossip length would be more appropate. This is not the case in our
experiments. Therefore, we decide to use the minimum valueral thus set the server identi er
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gossip length to 1.

The last step is to determine the optimal gossip length for tre insert noti cations. Figure
4.13 shows the dissemination progress of an insert noti cabn for noti cation gossip lengths 2,
3, 4 and 5. When we use gossip length 5, we exchange all noti tans within the cache. We see
that a gossip length of 2 (8 rounds) performs worse than the iitial gossip length 3 (6 rounds).
Increasing the gossip length to 4 decreases the number of rods to 5. However, when we use a
gossip length of 5, we obtain the same result as with gossip hgth 4. Therefore, we decide to
use the gossip length 4 for the insert noti cations.

4.3 Conclusion

We have presented a decentralized full replication policy ér Web documents. The main issue
of this policy is to make sure all replica servers have an up talate copy of all documents in
the system. To accomplish this, the policy needs to spread sert noti cations across all replica
servers in an e cient and decentralized way. We structure the policy following epidemic protocols
as these protocols have the property of rapid and e cient dissemination of information.

We use CYCLON to keep the network connected and handle membehip management, as it
creates communication graphs with a low clustering coe cient, which is good for the connectivity
of the overlay and decreases the probability of redundant mesage delivery. In addition, we add
to CYCLON the ability to spread insert noti cation, similar to the way Newscast spreads news.
According to our experiments, we can conclude that the best prforming select to send function
is LINEAR , and the best select to keep function iSAGE2.

Using this policy, we are able to spread insert noti cationsacross 128 replica servers in about
5 rounds, using a cache size of 10 server identi ers and 5 indenoti cations, and a gossip length
of 1 server identi er and 4 insert noti cations.
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Chapter 5

A Partial Replication Policy

In this chapter we present a decentralized replication polty for Web documents that allows
for controlled partial replication. With partial replicat ion, the replicas of a Web document are
spread acros replica servers in a network withN nodes and O<k N.

A partial replication policy must address more issues than afull replication policy. First,
instead of spreading the replicas of a document to all replia servers in the system, a partial
replication policy has to make sure it places replicas at exetly k replica servers. To accomplish
this, we can add a counter to the insert noti cations, which we decrease every time we create a
replica at a replica server. However, when we replicate insenoti cations, we have to take care
of the counter, for example by splitting the counter betweenthe sending and receiving server,
otherwise we may place too many replicas of a document.

Another issue is how we can keep the replicas of a document csistent in the presence of
document updates. We place replicas at random replica serve as discussed in Section 2.2,
therefore replicas of an updated document may be created atictrent replica servers than the
replicas of the previous version. We therefore have to take masures in order to inform such
replica servers that they need to drop the stale replica.

Locating replicas is also an important issue for a partial rlication policy, because in the
case of partial replication, a client may request a documenfrom a replica server that does not
have a local copy of the document. In that case, a replica seer must be able to locate a replica
server that does have a local copy.

Finally, the replication policy must be able to deal with leaving and failing nodes, and
network failures.

We present two versions of the partial replication policy. The rst one is based on the full
replication policy presented in the previous chapter. The gcond one is based on the structured
peer-to-peer system Chord. The advantage of the former is tht maintenance costs for the
overlay network are low. However, locating replicas may be dcult as there is no correlation
between replica servers and the content. As our experimentsvill show, this policy does not
perform well enough in locating replicas. Therefore, we ats present an improved version of the
unstructured policy that uses a two-layered approach in oraer to improve locating replicas. With
the structured version, locating replicas is easy becausé creates a structured overlay network
and places documents at speci c replica servers. However, amtenance of the overlay network
may become costly.

The main goal of this chapter is to optimize both partial replication policy versions and
determine how they di er in performance and costs.

Section 5.1 presents the unstructured version of the partireplication policy based on the
full replication policy discussed in the previous chapter.We evaluate this policy in Section 5.2.
Section 5.3 describes the improved unstructured replicatin policy that is based on a two-layered
approach. Section 5.4 evaluates this improved version. In&tion 5.5, we present the structured
version of the replication policy that is based on Chord. We @aluate the structured version in
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Section 5.6. Finally, section 5.7 compares the two versionis both performance and maintenance
costs.

5.1 Unstructured version

The unstructured version of the partial replication policy is based on the full replication policy
that is structured following epidemic protocols as we desdbed in the previous chapter. In this
section we discuss the issues that arise when we use the fulplication policy in order to achieve
partial replication.

5.1.1 Replica placement

We need to place replicas of a document at exactlyk replica servers, instead of placing a
copy of a document at all replica servers. Therefore, we add eeplication counter to the insert
noti cations. We decrement this counter every time we creat a new replica of the corresponding
document on a replica server. In the full replication policy we replicate the insert noti cations
across all replica servers.

However, when we replicate the insert noti cations with replication counter across the replica
servers, we have to take care of adjusting the replication amter. If we simply copy the counter
when we replicate an insert noti cation, we will create too many replicas. An option is to split
the counter equally between the sending replica server andhe server that receives the insert
noti cation. However, a potential problem is that this solu tion increases the number of insert
noti cations in the system every gossip round. Furthermore, at the end of a gossip we can only
remove insert noti cations with a counter equal to zero from the cache. If we remove an insert
noti cation with a counter greater than zero, this results i n placing less thank replicas in the
system.

Another solution is to migrate the insert noti cations acro ss the replica servers. The ad-
vantage is that per document version the system contains maxnum one insert noti cation and
thus one replication counter. This way, we can easily adjusthe replication counter without an
increase of insert noti cations. A disadvantage of this soltion is that migrating insert noti -
cations generally takes more gossip rounds than replicatig them. Fortunately, often we do not
have to place replicas at all replica servers in the system. herefore, we use migration in our
experiments to spread the insert noti cations.

5.1.2 Consistency enforcement

Another issue is keeping the replicas of a document consigte in the presence of document
updates. As we place replicas at randomly selected replicaesvers, we may place replicas of
an updated document at other replica servers than the replias of the previous version. The
replication policy has to inform those replica servers thatthey have to drop the stale document
versions. However, because of the random placement, we do thknow which replica servers
possess a stale replica. Therefore, we have to inform all répa servers in the system that they
have to drop the stale document version if present. For this,we can use the full replication
policy in order to spread theseremove noti cations across all replica servers in the system.

5.1.3 Replica location

When a client requests a document from a replica server that des not have a replica stored
locally, the replica server has to locate it. This is not an eay task as replicas are placed randomly
in the system. A simple solution is for the requested replicaserver to initiate a recursive search
through the server network, similarly to the Gnutella proto col. In such a case, we have to
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determine how many hops it takes on average to nd a replica that is not stored locally. Section
5.3 will investigate a possible improvement to this very sinple policy.

5.1.4 Availability

Finally, servers may leave or fail, and parts of the network @n be overloaded. In addition, new
servers may join the system and failing servers may recover.

When a replica server wants to join the system it has to perfom the CYCLON join operation
(Section 3.2) in order to become part of the overlay network. In addition it could take over
replicas from other, possibly heavily loaded, replica semrs.

To leave the network a replica server can just stop gossipingThis way it will be forgotten in
a limited amount of time. In addition it could send its replic a list to a server from its cache and
make that server responsible for creating these replicas oather replica servers in the system.

In case a replica server fails it will be forgotten in a limited amount of time just like with
a leaving server. It is not possible to determine which replkta it hosted. During the time it is
unavailable its replicas are just not accessible.

When a replica server recovers there are two possible situains. One, the server has no state
and should just act as a joining server. Two, it has does have atate and should ask one or
more other replica servers for missed updates.

5.1.5 Maintenance

In order to keep the network connected the servers in the netark have to exchange server
identi ers from their caches. In the previous chapter we detrmined that exchanging one server
identi er per gossip round is enough to keep a network of 128 ades connected.

We need to spread remove noti cations in order to remove sta replicas. As we place
the replicas at random replica servers we need to disseminatthe remove noti cations to all
replica servers to make sure all replica servers with a staleersion are reached. We use the
full replication policy for this purpose. So, every gossip ound a replica server exchanges four
remove noti cations.

Finally, we disseminate insert noti cations to spread the announce of new documents and
updates. We use the same gossip length as for the remove notiations.

5.2 Performance evaluation unstructured version

We ran our experiments on a simulator implementing the unstuctured partial replication pol-
icy. It simulates 128 replica servers and an origin server. W use the same cache sizes and
gossip lengths as determined in the previous chapter. We usihe same values for the remove
noti cations as for the insert noti cations. Before we insert any documents into the system,
the simulator runs the same warm-up phase as the full replicaon policy (Section 4.2), in order
to create a connected overlay network. Next, we insert some arm-up documents and updated
versions, in order to Il up the remove noti cations part of t he caches. The insert noti cations
part of the caches will be almost empty when we start our expaments as we remove an insert
noti cation from a cache when its replication counter hits zero.

We insert a document into the system by adding a correspondig insert noti cation to the
cache of the origin server. When the document is an update, walso add a remove noti cation
to the cache in order to remove stale documents from the systa. A replica server that receives
an insert noti cation, fetches the corresponding documentfrom the sender of the noti cation
when it does not have it yet, and decrements the counter of thenoti cation.

For our experiments we use a trace le of all document accesseand updates from the VU
Web server. The trace runs from November 13th to November 20t 2005. We Itered out all
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Table 5.1: Trace results.

nr replicas 4 8
nr requests | 1,270,183| 1,270,183
nr retrieves 454,806 708,892

% retrieves 36 56
nr misses 815,377| 561,291
% misses 64 44
nr stale 3,209 4,910

requests for documents that are requested less than 50 time$Ve did this as replication makes

sense only for relatively popular documents and in order to kep the simulator manageable.
The ltered trace le consists of 3,937 documents, 1,270,18 requests and 4,815 updates. The
number of updates is excluding the initial creations of the dcuments.

We use the trace le as follows. We execute two runs. The rst un consists of analyzing the
trace le and spreading the replicas of the documents with a &st modi cation date smaller than
the start time of the second run. We set the start time of the seond run to the request date
of the rst request. In the second run we issue the requests aminsert the remaining replicas.
During each gossip round we rst insert all replicas of docunents of which the last modi cation
date falls within the current round. Next, we issue the requests with a request date that fall
within the current gossip round. At the end of a gossip round @ch server initiates a gossip. We
set the gossip round to 10 seconds.

5.2.1 Requests

We rst want to determine how many hops it takes to serve a client request for a document.
We run experiments where we place 4 and 8 replicas of each daoent in the system. When
a server reveives a client request it rst searches in its loal documents. In case it does not
have the requested document locally, the server asks the s@rs in its cache one by one without
recursing the search further.

Table 5.1 gives an overview of the results. We see that when wplace 4 replicas only 36
percent of the request can be served. When we place 8 replicdse number of successfull requests
increases to almost 56 percent. However, these results arélisfar from ideal.

A possible solution is to increase the cache size, or extenché search algorithm by letting
the servers in the cache of the requested replica server foand the request to the servers in
their caches. However, this may lead to ooding the network with search messages. Therefore,
we propose a di erent solution. We create a second layer on fo of the CYCLON layer that
facilitates searching. We discuss this solution in the nextsection.

5.3 Improved unstructured version

As we have shown in the previous section, the unstructured pdial replication policy does not
perform well enough. It takes way too many hops for a replica erver to locate a replica that is
not stored locally. Therefore, we propose a two-layered apach.

The bottom layer runs the full replication algorithm. It is r esponsible for membership man-
agement and keeping the network connected. In addition, it preads remove noti cations to
all replica servers to remove stale documents. On top of thidayer we create a second layer
that facilitates searching for replicas in the network. We use T-Man to construct the overlay
network into a torus (as discussed in Section 3.2), which is auitable topology for searching
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purposes. In our experiments, we assign all servers and doments a random 2-dimensional
identi er consisting of two 31-bit attributes. Another way to obtain such an identi er is hashing
a server's address and a document's URL. The distance funain is de ned as the sum of the
distances in both directions with applying the periodic boundary condition. So, the distance in
one dimension is de ned byd(a;b) = min(N j a bj;ja k), where a and b are two points
from an interval [0; N]. Ranking is de ned through this distance function. Each node can order
the server identi ers in its cache according to increasing @tance from its own identi er.

Inserting replicas of a document requires routing an insertnoti cation to a node with an
identi er close to the identi er of the document. We achieve this by forwarding the noti cation
to the server in the current cache (from both layers) with an identi er closest to the identi er of
the document, as long as the current cache contains a servedenti er closer than the identi er
of the owner of the cache. When the noti cation has reached tle closest server, this server
fetches the corresponding document from the origin server gcrements the noti cation counter,
and adds the noti cation to its top layer cache.

During a gossip round of the top-layer, server identi ers are exchanged in order to maintain
the overlay topology. We apply the ranking function on all sever identi ers from both layers
and randomly select gossip length server identi ers from the rst top-layer cache size items. We
select a gossip partner in the same way as T-Man: applying theanking function on the server
identi ers from the top layer and selecting a random server fom the rst half. In addition, the
servers exchange insert noti cations. This way we spread tk insert noti cations across replica
servers with an identi er close the identi er of the server that initially received the noti cation,
and thus close to identi er of the document. We useLINEAR to select the insert noti cations.
Selected insert noti cations are removed from the cache, irorder to migrate them just like with
the previous version. At the end of a top-layer gossip, a seer applies the ranking function on
the server identi ers from both layers and keeps the top-layer cache size rst items in its top-
layer cache. Furthermore, it keeps the received insert notcations and removes all noti cations
with a counter equal to zero.

When a client requests a document from a replica server that des not host the requested
document, the server needs to locate it. It can nd the documet by forwarding the request
to the server in its cache (from both layers) with an identi er closest to the identi er of the
document until it reaches a server that has a local copy.

5.4 Performance evaluation improved unstructured version

We ran our experiments on a simulator implementing the two-kyered unstructured partial repli-
cation policy. It simulates 128 replica servers and an origi server. Each experiment starts with
a warm-up phase. In this warm-up phase, the bottom layer cretes a connected overlay and
lIs up the remove noti cations part of the cache in the same way as the previous version of
the unstructured partial replication policy. A gossip round starts with each server initiating
a bottom-layer gossip. After that, each server initiates a top-layer gossip for constructing the
torus topology.

The cache of the top-layer consists of 20 server identi ers mad 10 insert noti cations. The
gossip length is 3 for the server identi ers and 4 for the inse noti cations. We use the same
trace le as we used for the previous unstructured version.

5.4.1 Inserts

We rst want to determine how many hops it takes to insert the r eplicas of a document into
the system. Figure 5.1 gives an overview of the number of hopis takes to insert a replica. We
see that the median number of hops is 3. This is due to the facthat it takes about 3 hops in
order to nd the node with an identi er closest to the identi er of the document. Note this is
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Figure 5.1: Number of hops per insert.

Table 5.2: Results of all requests.

Nr replicas | Average nr hops| Median nr hops
4 2.72 3

8 2.60 3

16 2.44 2

the number of hops it takes to insert one replica. Insertingk replicas of a document requires an
additional k 1 hops. Furthermore, that takes at leastk 1 gossip rounds because we insert the
additional replicas by migrating the insert noti cation us ing gossiping to the remaining replica

servers.

5.4.2 Requests

We also want to determine how many hops it takes to serve a cliat request for a document. We
run experiments where we place 4, 8 and 16 replicas.

Figure 5.2 shows the distribution of the number of hops it takes to serve a client request for
a document. Table 5.2 gives an overview of the average and mesh number of hops. We see
that it takes about three hops to serve a client's request wha we place 4 or 8 replicas. Placing
16 replicas results in a median hop count of two.

Figure 5.3 gives an overview of the number of hops it takes toexve a client request in
percentage of requests that cannot be served locally. Tabl&.3 shows the average and median
number of hops. We see that requests for documents that are nstored on the requested replica
server take about three hops. These results are considergbbetter than those obtained with
the rst unstructured partial replication design.

We note that searching for a partially replicated document is slightly faster than inserting it.
When we place 16 replicas about 50 percent of the requests aserved in less than three hops,
whereas inserting a replica requires only less than three tps in about 25 percent of the inserts.
So placing replicas does not only improve availability, whech is our main reason for replication,
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Figure 5.2: Distribution of the number of hops per request.

Table 5.3: Results of requests not served locally.

Nr replicas | Average nr hops| Median nr hops
4 2.78 3
8 2.71 3
16 2.65 3

but also performance, which is a nice side-e ect.

5.4.3 Costs

During each gossip round, the replica servers need to exchge data in order to keep the network
connected (bottom-layer) and maintain the torus topology (top layer). In a gossip round, each
replica server initiates two gossips, one for each layer. Aesver exchanges one server identi ers
in a bottom-layer gossip and. three in a top-layer gossip.

Maintenance of the overlay network thus requires sending 4 N messages containing four
server identi ers per gossip round for a network of size N. A srver identi er consists of a server
address and a timestamp. In addition, to this messages we caadd noti cations in order to
spread information about new documents and updates.

5.5 Structured version

The structured version of the partial replication policy is based on Chord [23]. In this section
we discuss the issues that arise when we structure our partiaeplication policy following Chord.

5.5.1 Replica placement

We need to place replicas of a document at exactlk replica servers. We use Chord to determine
the successor node (node whose identi er is equal to or folles the identi er of the document in
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the identi er space) of the document. Subsequently, we plae replicas at the successor and the
k 1 nodes that logically follow the successor node on the Choriilenti er ring. To accomplish
this, the origin server can send the successor node an insarbti cation that contains the name
of the document, its last modi cation date, and a replication counter with value k.

We can spread the insert noti cation to the next k 1 nodes in two di erent ways. First,
when a replica server receives an insert noti cation, it canfetch the corresponding document
from the server that sent the noti cation, decrease the courer and forward the noti cation to
its successor node. When the counter hits zero, a server carrap the insert noti cation.

Another option is to use a node's successor list in order to fovard the insert noti cation.
This way, the successor node can inform the servers in its saessor list about the noti cation.
When we make sure the successor list is greater than or equabtthe number of replicas we
need to place, it can inform all replica servers that need to face a replica of the document. An
advantage of this approach is that we can make the successoode responsible for making sure
its k 1 successor nodes have an up to date version of the documenturthermore, whenever it
notices a replica server in its successor list has failed, itan remove this server from the list, add
a new successor node and send a noti cation to this node. Hower, when the number of replicas
is large compared to the number of nodes in the network, the stcessor list becomes large and
its maintenance cost may increase. Note that this option impses a system-wide higher bound
on the document's replication degree. In the rst option, each document could potentially be
given an arbitrary replication degree with no restriction.

In our experiments, we use the rst option as we do not run expeiments with failing servers
and do not want to restrict the replication degree.

5.5.2 Consistency enforcement

Another issue we need to take care of is keeping the replicad a document consistent in the
presence of updates. We place a document on its successor eaahd thek 1 logically following
nodes. An update of a document gets the same identi er as the gvious version. Therefore,
they have the same successor node. So, in case of an update theccessor node can simply
drop the old version and replace it by the new one. We discuss aintaining consistency in the
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presence of joining and leaving servers in Section 5.5.4.

5.5.3 Replica location

When a client requests a document from a replica server that des not have a replica stored
locally, the replica server has to locate a replica. The repta server can nd the successor node
of the document using Chord.

However, Chord always nds the rst successor of the documetand thus we always issue
the same replica server for a given document. While this is avect with respect to replication
for fault tolerance, it will usually lead to an unbalanced load. Another option is to rst nd
the predecessor node ( rst node that precedes the successnode in the identi er space) of the
document, and ask this node for a random successor node fronsisuccessor list. However, this
must be a node that has the requested replica stored locallyThis means, the predecessor node
has to know how many replicas the requested document has, or ay have to contact multiple
nodes from its successor list, until it has found one with therequested document.

In our experiments, we issue the request to the rst successmf the document as we are not
interested in load balancing yet. We rst want to determine how many hops it takes to serve a
client request.

5.5.4 Availability

Finally, servers may leave or fail, and parts of the network @n be overloaded. In addition, new
servers may join the system and failing servers may recover.

When a servern joins the system it has to nd a server m that is already part of the network.

It can for example ask a well known bootstrap server for such @erver. Next, n should askm to
nd its successor node and store it in its routing table. Furthermore, servern becomes the new
successor for some of the documents of its successor node aiwbuld fetch these. In addition,
a server that hosts thekth replica of such a document should drop it. We can handle ths by
storing a counter with each replica stating how many replica there are left among the next
successor nodes. Thus, the rst replica stores a counter vak of k and the counter of the last
replica is equal to zero.

When a server leaves the system, it can inform its successoibaut this. In addition it can
inform its successor about its new predecessor node. The siessor node becomes responsible
for the replicas of the leaving server. If the successor alegly hosts a replica of the leaving server
this information should be forwarded to the successor's suessor until a server is found that
does not have the replica yet. That server should now also hos copy.

When a node detects the failure of a node it can inform the successor node oh. The replica
list of the failing node can be reconstructed by examining tre replica list of its predecessor node.
The failing server hosted a copy of all documents in this listwith a counter value greater than
zero.

A server that recovers from a failure can act as a joining serer.

5.5.5 Maintenance

The structured overlay requires maintenance as servers majoin and leave the system. The
maintenance protocol consists of four steps. In the rst stg, a server checks if there is a newly
joined server that is its successor node instead of the senvéhat is currently stored as successor
in the routing table.

The second step consists of initializing and checking the ger table. During a maintenance
round a server initializes or checks one of its nger table efries by looking up the entry's
successor node. The third step is checking whether the predessor has failed.
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Table 5.4: Results of all requests.

Nr replicas | Average nr hops| Median nr hops
4 4.21 4

8 4.07 4

16 3.75 4

32 3.30 4

64 2.42 2

128 1 1

Finally, a server maintains its successor list. It copies tle successor list of its successor node,
removes the last entry, and prepends the successor node ta it

5.6 Performance evaluation structured version

We ran our experiments on a simulator implementing the strudured partial replication policy
based on Chord. It simulates 128 replica servers and an origiserver. We assign all servers
a random 63-bit identi er from the identi er space. (This is long enough for our experiments.
Should we use more nodes and/or documents, a 128-bit identer could be more appropriate.)
We start all experiments with a warm-up phase in order to crede a connected overlay. In this
warm-up phase, the servers join one by one. The join operatio of nodeN consists of asking a
bootstrap server for a random serverP that is already part of the network. In addition, node
N requests nodeP to nd the successor node ofN, and stores this in its routing table. During
this warm-up phase, the nodes periodically run a maintenane protocol in order to complete the
routing tables. We discuss this maintenance protocol in Se®n 5.5.5.

We use the same trace le as we used for the unstructured versn (Section 5.2). We assign
all documents that are requested also a random 63-bit identer.

5.6.1 Requests

We rst want to determine how many hops it takes to serve a client request for a document. We
run experiments where we place 4, 8, 16, 32, 64 and 128 replgaf all documents.

In these experiments the successor list contains only the st successor of a node. When a
successor node receives a noti cation, it fetches the corsponding document from the server that
sent the noti cation, it decrements the counter, and it forw ards the noti cation to its successor
node in case the counter is greater than zero.

Figure 5.4 shows the distribution of the number of hops it takes to serve a client request for
a document. Table 5.4 gives an overview of the average and meoh number of hops. We see
that when we place up to 32 replicas it takes about four hops tcserve a client's request. When
half of the replica servers have a replica of the documents itakes only two rounds. Obviously,
when the documents are fully replicated all documents can béound locally resulting in a hop
count of one. We see that the number of hops it takes to retriee a document remains constant
until we place more than 32 replicas.

Figure 5.5 gives an overview of the number of hops it takes toexrve a client request in
percentage of requests that cannot be served locally. Tabl&.5 shows the average and median
number of hops. We see that requests for documents that are nstored on the requested replica
server take about four hops when we do not apply full replicaton. We conclude that in a network
of 128 replica servers placing more than four replicas doesohimprove the number of hops it
takes to serve a client request.
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Table 5.5: Results of requests not served locally.

Nr replicas

Average nr hops

Median nr hops

4
8
16
32
64
128

4.31
4.27
4.14
4.06
3.82

A DM DS
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Figure 5.6: Distribution of the number of hops per request usng references.

5.6.2 References

Now that we have determined how many hops it takes to serve a @nt's request, we would like
to see how the use of references can improve this number of h@pEvery time a replica server
has to search for a document, it stores a reference to the sew where it found the replica. A
replica server examines its references rst before using t search method. We do not set an
upper bound on the number of references. A replica server cajust store one reference per
document. There are niftier caching methods available but hese are out of the scope of this

Table 5.6: Results of all requests using references.

Nr replicas | Average nr hops| Median nr hops
4 2.49 2

8 2.43 2

16 2.32 2

32 211 2

64 1.71 2

128 1 1

thesis and can be used in future research.

Figure 5.6 shows the number of hops it takes to serve a clientequest for a document in
percentage of the total requests. Table 5.6 gives an overvie of the average and median number

of hops. We see that it takes about two hops to serve a client rguest.

Figure 5.7 gives an overview of the number of hops it takes to exve a client request in
percentage of requests that cannot be served locally. Tablé.7 shows the average and median
number of hops. We see that request for documents that are nastored on the requested replica
server take about two rounds when we do not apply full replicéion. We conclude that using

references can decrease the required number of hops to seveequest by two.
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Figure 5.7: Distribution of the number of hops per request na served locally using references.

Table 5.7: Results of requests not served locally using refences.

Nr replicas | Average nr hops| Median nr hops
4 2.54 2

8 2.53 2

16 2.51 2

32 2.47 2

64 2.42 2

128 - -
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Figure 5.8: Distribution of the number of hops per insert.

5.6.3 Inserts

Another interesting issue is how many hops it takes to insertthe replicas of a document into
the system. Figure 5.8 gives an overview of the number of hopi takes to insert a replica. We
see that the median number of hops is 4. This is the same as theumber of hops it takes to
locate a document. So, we can conclude that it takes 4 hops inrder to nd the successor of a
document. Note this is the number of hops it takes to insert ore replica. Inserting k replicas of
a document takes an additionalk-1 hops.

5.6.4 Costs

During each maintenance round each serven has to check if a new server has joined that is its
new successor, by asking its successor node about the predecessor node of. This requires
sending two messages. If node does have a new successor noda, should inform its new
successor node that it is its new predecessor. This requires additional message.

Furthermore, a server needs to fetch the successor list ofgtsuccessor to update its own
successor list. This leads to two additional messages.

Next, it should look up the successor node of one of its ngerable entries. We determined
that looking up a successor node takes about four hops and tlai ve messages.

Finally, a server needs to check if its predecessor node isiltavailable. This requires two
additional messages.

5.7 Comparison

Now we have evaluated the performance and costs of both the iproved unstructured and the
structured version of the partial replication policy, we compare the results in this section.
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The improved unstructured version requires about three hog in order to insert the rst
replica, whereas the structured version takes about four hps. The structured version inserts
the remaining k 1 replicas by forwarding the insert noti cation from successor to successor,
leading to an additional k 1 hops. The unstructured version on the other hand, spreadstte
noti cation to the remaining k 1 replica servers during top layer gossiping. It may take sora
additional gossip rounds before all remaining replica semrs are reached but it does not take
extra messages.

Retrieving a document requires about three hops for the unstctured version, which is the
same as for inserting. Although, searching for a document islightly faster when we place
16 replicas. The structured version needs four hops, whichsialso the same as for inserting.
However, if we cache document searches using referencescdments can be found in only two
hops.

It is hard to compare the maintenance costs of both versionsThe unstructured policy has
a clear maintenance protocol. Every gossip round, all reptia server exchange data in order
to maintain the network structure. Furthermore, the replic a servers also exchange information
about new documents, updates and stale versions at the samemie. Thus, the number of
messages exchanged per gossip round is stable, despite tlagerin which servers join and leave the
overlay network. Although, the presence of high churn may denand for more server identi ers
to be exchanged per gossip round in order to adapt to these cimges more quickly. But sending
for example 10 instead of 5 server identi ers is not a big buré&n and at least the number of
messages remain constant. The advantage of such a constantgtocol is that we know the costs
in advance and are able to prepare for that.

The maintenance protocol of the structured version is not that constant. First of all, in the
structured version replica servers need to check their suessor node, as invalid successor node
references may lead to unsuccessfull searches. Furthernggrservers need to check their nger
table entries, as invalid entries in this table may lead to sbwer searches. These checks require
searches for successor nodes, are not constant and dependtba rate at which servers join and
leave the system. Finally, it is not obvious how often serves need to do these checks. The
maintenance round of the structured version does not neceasly have to be the same as that
of the unstructured version.

So, performance results are almost equal and maintenance stoare di cult to compare.
However, the main conclusion is that we created an unstructued partial replication policy that
performs almost identical to a structured one. Furthermore the unstructured version has the
ability to quickly spread information to (a subset of) all servers in the network, and has constant
maintenance costs. This are things the structured versiondcks and makes the unstructured
version an interesting alternative.
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Chapter 6

Conclusion

The goal of this thesis was to design a decentralized repli¢ion policy for Web documents that
assumes the origin server to be unavailable most of the timerad only needs the origin server's
presence to inform the replica servers about a new or updatedocument.

To accomplish this, we organized the replica servers in a deatralized fashion such that at
least one of them has a copy of each document. In such a systemwge must make sure replica
servers know where they can nd documents that they do not hae stored locally. In order
to support up to n 1 unavailable replica servers we made the replication polictunable such
that copies are available atn di erent replica servers. Finally, to implement best-e or t weak
consistency we ensured that updates are spread in a reasorledimited time interval after an
update takes place at the original document.

These properties come close to those o ered by peer-to-peaverlays: sharing computer
resources, decentralization, self-organization, res#éince to network and server failures. Therefore,
we decided to structure the replication policy along a peerto-peer architecture.

We rst introduced a replication policy that achieves full r eplication, which means that
every replica server hosts a copy of all documents of the orig server. This simple version of
a replication policy forms the base of a replication policy hat achieves a more general form
of replication, namely partial replication. The main challenge of the full replication policy
is to spread noti cations from the origin server about new or updated documents across all
replica servers in an e cient and decentralized way. As the® requirements are very similar to
the properties of epidemic protocols, we structured the ful replication policy following these
protocols.

The full replication policy uses CYCLON to keep the network connected and handle mem-
bership management. We added the ability to spread noti cations, similar to the way Newscast
spreads news. Our experiments showed thaLINEAR is the best performing select items to
send function, and AGE2 the best performing select items to keep function. LINEAR gives
noti cations a probability of being selected that decreases linearly with its age. AGE2 gives
newer noti cations a signi cantly higher probabiliy of bei ng selected than older ones.

With this policy we are able to spread noti cations across 18 replica servers in about 5
gossip rounds, using a cache size of 10 server identi ers arflinsert noti cations, and a gossip
length of 1 server identi er and 4 insert noti cations.

Next, we presented a decentralized replication policy thatallows for controlled partial repli-
cation. With controlled partial replication documents are replicated to exactly k replica servers
in a network with N nodes and O<k N.

A partial replication policy must address more issues than afull replication policy. First,
instead of spreading the replicas of a document to all replia servers in the system, a partial
replication policy has to make sure it places replicas at exetly k replica servers. Furthermore,
it needs to keep the replicas of a document consistent in the n@sence of updates, as we may
place replicas of an updated document at other replica servs than the replicas of the previous

51



document version. Finally, the policy must be able to locatereplicas, as clients may request
documents from replica servers that do not have a local copyfahe requested document.

We created two versions of the partial replication policy. The rst one is based on epidemic
protocols and is an extended version of the full replicationpolicy. We added a replication counter
to the insert noti cations to make sure we place replicas at eactly k replica servers. We also
introduced remove noti cations that we spread to all replica servers using the full replication
policy in order to remove stale documents. This was necessgras an updated document may be
placed at a di erent replica server than the previous versim, and we need to inform all replica
servers that host a stale copy that they need to drop them.

However, in this policy locating replicas becomes a problem Initiating a recursive search
through the server network, similarly to the Gnutella proto col, would require traversing many
hops and may lead to ooding the server network with search mesages. Therefore, we presented
an improved version of the unstructured replication policy.

The improved version uses a two-layered approach. The bottm layer runs the full replication
algorithm. It is responsible for membership management, keping the network together and
spreading remove noti cations. The top layer uses T-Man to @nstruct the overlay network into
a torus such that it is suitable for searching purposes. In adition it spreads insert noti cations
to servers that are close with respect to their 2-dimensionkidenti er. With this policy, we were
able to insert and retrieve documents while traversing onlythree server hops. These results are
considerably better than those obtained with the rst unstr uctured partial replication design.
The maintenance protocol of the unstructured version has costant costs. During each gossip
round a constant number of messages is exchanged between theplica servers. Furthermore,
the replica servers also exchange information about new doenents, updates and stale versions
at the same time. The advantage of such a constant protocol ighat we know the costs in
advance and are able to prepare for that.

The second version of the partial replication policy is basd on the structured peer-to-peer
system Chord. It places replicas of a document on its rstk successor nodes. We determined
that nding a document's successor node takes traversing abut four hops. Therefore, inserting
and retrieving documents required also about four hops. Alhough caching document searches
using references can decrease the required number of hops @l a document by two hops. The
costs of the maintenance protocol of the structured policy & not constant but depend on the
rate at which servers join and leave the system.

The main conclusion of this thesis is that we were able to créa an unstructured partial
replication policy that performs almost identical to a stru ctured one. We showed that an un-
structured replication policy is not only good in terms of quickly spreading information, but
can also be used for locating data. As the unstructured versin has features that the struc-
tured one lacks, namely the ability to spread information quickly to (a subset of) all servers in
the network, and constant maintenance costs, it is a very ineresting alternative. This partial
replication policy may be interesting for Globule, which currently does not have a decentralized
replication policy.
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