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Abstract. Replicating Web documents at a worldwide scale can helpceedu
user-perceived latency and wide-area network traffic. Phjger presents the de-
sign of Globule, a platform that automates all aspects df seplication: server-
to-server peering negotiation, creation and destructibreplicas, selection of
the most appropriate replication strategies on a per-dectifnasis, consistency
management and transparent redirection of clients toaagliGlobule is initially
directed to support standard Web documents. However, itatsm be applied
to stream-oriented documents. To facilitate the transifrom a non-replicated
server to a replicated one, we designed Globule as a moduteddpache Web
server. Therefore, converting Web documents should requérmore than com-
piling a new module into Apache and editing a configuratiom fil

1 Introduction

Large-scale distributed systems often address perforewmt quality-of-service (QoS)
issues by way of caching and replication. In the Web, atertias traditionally concen-
trated on caching and in much lesser extent to replicati@eeRtly, Web hosting ser-
vices such as Akamai and Digital Island have started to eer@sghe solution to achieve
scalability through replication. In this approach, contisnreplicated to places where
user demand is high. Content itself can vary from simpleicsfadiges to bandwidth-
demanding video streams.

Web hosting services have the advantage over static nmgarf Web sites in that
decisions omwhat content to replicate, angherereplicas should be placed can be made
automatically. However, current solutions generally dodifierentiate how copies are
to be kept consistent. In other words, once the decision gema replicate, the same
replication protocol is applied in all cases. In essencea]istinction is made between
the type of content, nor are different access patterns takkeraccount. In many cases,
static HTML documents are treated the same as large filesicomg, for example,
audio- or videodata.

Many protocols have been proposed to achieve caching acatiph, each of which
presents specific advantages and drawbacks. However, aawgeslhown in a previous
article, there is no single policy that is best in all caseld.[This statement is true even
for simple Web documents that are constructed as a stataction of logically related
files. Typically, files in such documents contain HTML textages, icons, and so on.
When dealing with complex documents, such as those alsaicamj streaming data,



or which are (partly) generated on request, different@gpinlicies becomes even more
important.

As a consequence, we can expect to see a myriad of protoails\¢ied to co-
exist in a single system. One approach is to build multipzotservers, preferably
following techniques that allow future extension. Howeves believe such an approach
is not sufficient. As an alternative, we propose to estahhisbgration by following
an object-based approach, in which a document is encapdulatan object that is
fully responsible for its own distribution. In other wordsn object should not only
encapsulate its state and operations, but also the imptatiean of a replication or
distribution policy by which that state is delivered to clis.

To examine the feasibility of our approach we have been aurating on Web
documents, which we represent as distributed, self-rafpig objects. Our approach
allows a document to monitor its own access patterns and nardically select the
replication policy that suits it best. When a change is detkin access patterns, it can
re-evaluate its choice and switch policies on the fly [12].

Although we have demonstrated the potential merits of igdficating documents,
we have not yet addressed their practical implementatiberd are two problems that
need to be addressed. First, Web servers need to be adapteat shey can support
adaptive per-document replication policies. Second,essmeed to cooperate to allow
replicas to be dynamically installed and removed, and tireeticlients to the nearest
replica. One additional requirement that we feel is juddifis that adaptations should fit
into the current Web infrastructure, requiring minimal nifazhtions to existing servers
and no modification at all to clients.

This paper presents the design of Globule, a platform fotihgsdaptive Web doc-
uments that encapsulate their own distribution and refidingorotocol. It is designed
as a module for the popular Apache server. Making use of ooragzh should require
no more than compiling a new module into Apache and editingreiguration file.
Globule handles all management tasks: discovering andtiaéigg with remote sites
for hosting replicas; replicating static and some dynaroicuinents; and transparently
redirecting clients to their closest replica.

The paper is structured as follows: Section 2 describes oaumbent and server
models; Section 3 details the architecture of the systenh Sattion 4 shows how such
a system can be implemented as an Apache module. FinaltypSé&cpresents related
work and Section 6 concludes.

2 General Model

Our system is made of servers that cooperate in order tacegplWeb documents. This
section describes our document and server models.
2.1 Document Model

In contrast to most Web servers, we do not consider a Web dectuand its replicas
only as a collection of files. Instead, we take a more gengrataach and consider



a document as a physically distributed object whose statepiécated across the In-
ternet. The fact that the object’s state is distributed ddbn from clients behind the
object’s interfaces. There is one standard interface aontgamethods such gsut ()
andget () to allow for delivering and modifying a document’s conteBpecial inter-
faces may be provided as well. For example, a document congamultimedia data
may offer an interface for setting a client's QoS requiretedrefore delivery takes
place.

Our system is based on Globe, a platform for large-scaléhliged objects [18]. Its
main novelty is the encapsulation of issues related toidigion and replicatiofinside
the objects. In other words, an object fully controls howgwhand where it distributes
and replicates its content. We have even designed docunhentsan dynamically se-
lect their own replication policy. Our “documents-are-®tts” model is also a key to
replicating dynamic or streaming documents.

Adaptive Replicated Web DocumentsWe have shown in previous papers that signif-
icant performance improvements can be obtained over ivaditreplicated servers by
associating each document with the replication strategidtits it best [11, 12]. Such
per-document replication policies are made possible bgtivapsulation of replication
issues inside each document.

The selection of the best replication policy is realizeeinglly to each document
by way of trace-based simulations. Replicas transmit Idgkerequests they received
to their master site. At startup or when a significant accegdtem modification is de-
tected, the master re-evaluates its choice of replicatiiegy. To do so, it extracts
the most recent trace records and simulates the behaviomah#er of replication
policies with this trace. Each simulation outputs perfonceametrics such as client re-
trieval time, network traffic and consistency. The “bestlippis chosen from these
performance figures using a cost function. More details attmse adaptive replicated
documents can be found in [12].

Replicating Dynamic Web Documents Many documents are not made from static
content, but are generated on the fly. For each request, a &¥edr &xecutes a request-
specific piece of code whose output is delivered to the cli€his code can in turn
access external resources such as databases, executesirelinds, and issue network
requests for generatingveew of the dynamic document.

Replicating dynamic documents requires replicating théecas well as all data
necessary for its execution (databases, etc.). This caarely encapsulating the code
and the databases in replicated distributed objects. Feenest sent to the database is
intercepted by the encapsulating object before being e¢&dcirollowing the object’s
replication policy, if the request is likely to modify thetérnal state of the database,
then it is propagated and applied to the other replicas ieri@ maintain a consistent
state [18].

Our object model does not differentiate between static anchohic documents.
Therefore, dynamic documents are considered as objectgringmting the same in-
terface as static documents, but they differ in their impaiation: static documents



use always the same implementation to access various ahttates, whereas dynamic
documents differ in both their internal states and methgulémentations.

The main issue with respect to dynamic documents arises adravrerting existing
dynamic documents into objects. The Web server must be aldletermine automat-
ically which resources, files or databases are accesseddhydyamamic document in
order to include them inside the object. This can be diffiéoftdocuments such as
CGls, where the server delegates request handling to atraagbéexternal program.
However, a large portion of dynamic documents such as PHBA&®s are in fact
scripts interpreted by the Web server itself. In this cdse server knows the semantics
of the document, and can often automatically detect whisbueces are required by
the document.

Dynamic documents that the server can not analyze cannobdspsulated into
objects. Therefore, they are not replicated in our apprdadchese cases, client requests
are directed to the master site.

2.2 Cooperative Servers

One important issue for replicating Web documents is to @gaicess to computing
resources in several locations worldwide (CPU, disk spaamory, bandwidth, etc.).
On the other hand, adding extra resources locally is chedpeasy. Therefore, the
idea is to trade cheap local resources for valuable remats.d@ervers automatically
negotiate for resource peering. The result of such a negmiies for a “hosting server”

to agree to allocate a given amount of its local resourcess$bdeplicas from a “hosted
server.” The hosted server keeps control on the resourdessitacquired: it controls
which of its clients are redirected to the hosting serveliciwldocuments are replicated
there and which replication policies are being used.

Of course, servers may play both “hosting server” and “rbstrver” roles at the
same time: a server may host replicas from another servérggiicate its own content
to a third one. We use these terms only to distinguish roléisimva given cooperation
session.

Servers communicate with each other in an NNTP-like fasti@th server is con-
figured to communicate with a few other servers, which jginimmunicate with more
servers. This server network allows information to be sgre#iiciently among the
whole group: messages are propagated from host to hostgihritne entire network.
Each message carries a unique identifier, so that duplicassage transmission can be
avoided.

This communication channel allows servers to broadcast siath as their name,
location and publicly available resources such as avalatdrage capacity, network
bandwidth, available Apache modules and database softvi&lteen a server searches
for a new hosting server in a certain area, it uses its losaldf server locations to
choose a site which would be suitable. It then contactséiotliy and starts a negotiation
phase. This negotiation can, for example, determine thee @sked for accessing the
required resources [3, 19].

! Note that this channel only propagates servers’ metadimétion. Actual content delivery is
realized by means of separate document-specific channels.



Other types of data that flow through the network of serveesfiormation about
disconnected nodes (which may be caused by a failure or gibypa server deciding
to leave the group). That way, hosted servers are informezhvtheir hosting servers
become unreachable, so they can stop redirecting clietieto.

2.3 Security Issues

The proposed system presents obvious security risks. Acioa$i server could accept
to host Web document replicas, and deliver modified verdiotise users. It could also
accept replicas and refuse to answer any request directedno, causing a “denial of
service.” More subtle attacks could be, for example, tocalte less resources to replicas
than was negotiated.

We propose to solve this problem by using a peer-to-peet tnoslel. Each server
associates a recommendation to a humber of nodes, regresém trust it has that
these sites are honest. Recommendations can be eithavgasieaning that the rec-
ommended site is probably honest, or negative, meanindhbatite is probably mali-
cious. Recommendations are made public using the infoomatiopagation technique
presented above. Based on the full set of recommendatiank,@de autonomously
decides whether it trusts or distrusts each of the cooperaérvers.

Although this scheme cannot provide complete certaintyuahanode being good
or bad, it generally allows to discriminate good nodes fraad bnes. It also tolerates
a relatively high number of wrong recommendations (goodmemendations for a bad
node orvice versa). Discussing the full details of our trust model is beyone sitope
of this paper, and can be found in [13].

Another issue is to protect servers against malicious dynancuments, which
could be used to run unauthorized code on remote platforis. groblem will be
solved with classical techniques such as executing renodieio a sandbox or a remote
playground [8].

3 System Architecture

Figure 1 shows Globule’s architecture. It provides sevdrstinct features: negotiat-
ing with remote servers for resource allocation and resmunanagement, document
replication and consistency, and automatic client retiec

3.1 Delegated Resource Management

When a server notices that replicating the content of a fipetwcument would im-
prove the quality of service for that document’s clientsdéntifies one or more loca-
tions where replicas would be needed. Those locations aeendimed, for example, as
the Autonomous Systems from which most of the requestsraig? It then locates
suitable hosting servers in those locations and negotraetsurce allocation, as was
discussed in Section 2.2.

2 Usually, a small number of origin Autonomous Systems actéoma large fraction of the
requests, as shown for example in [11].
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Fig. 1. General Architecture

When a hosted server has acquired appropriate resourceshostiag server, it
can use those resources to create a replica and redirentsclethat replica. Its only
obligation is to not exceed the amount of resources thasiblean allocated. This rule is
enforced by the hosting server: to prevent excessive uge@ge space, a replacement
module similar to those of caches is associated to the septitas from this hosted
server. If a hosted server tries to use more resources thaasitbeen allocated, the
hosting server will automatically delete other replicamfrthe same server.

A hosting server, having allocated resources for sevefédréint hosted servers,
manages each resource pool separately. Therefore, it raustdeveral replacement
module instances, each of which enforces resource liroitatto one of the hosted
servers. This mechanism is similar to those of partitiorsches [9].

Even though resource limitation is enforced by the hostergex, the hosted server
remains in control of its allocated resources. It does sottaching priority flags to
its documents, indicating how important each replica is.eWImaking replacement
decisions, the hosting server takes these priorities intmant in addition to standard
parameters such as the frequency of requests and replieaTdiz more important a
replica, the less likely it is to be removed.

Similar mechanisms can be setup to enforce limitationssoueces such as band-
width usage (for which Apache modules are readily availat$eich limitations are
of primary importance when considering multimedia docutagas their requests may
easily prohibit processing requests for other documerttseahosting server.



Basically, one can associate bandwidth usage limitatiotisstreplicas from a given
hosted server. When the request stream for a specific setoofments from a hosted
server exceeds the negotiated bandwidth, data transmisibe requesting clients is
slowed down forcing those clients to share the allocatediwaith. This algorithm is
very similar to handling reserved bandwidth in routers.

This bandwidth management technique seems adequate tarsowmasional load
peaks. However, slowing down connections is acceptablg asllong as it remains
exceptional. If a server must slow down connections on alaeduasis, it will trigger
a re-evaluation of the placement and replication policgsilnly leading to the creation
of more replicas in its neighborhood (see Section 2.1).

3.2 Document Replication

As is also shown in Figure 1, a replica is made of two sepaatal lobjects: a docu-
ment's content which is available in the form of delivery quonents capable of pro-
ducing documents, and a replication meta-object whichspaasible for enforcing the
document’s replication policy. Each object can eitherdesh memory or be marshaled
to disk. State transitions between memory and disk aretdittay the per-hosted-server
resource limitation module described in Section 3.1.

All replication meta-objects implement a standard integfebut they can have vari-
ous implementations depending on the replication poliey tiepresent. They maintain
information about the object’s consistency, such as the afidiast modification and the
date of the last consistency check.

Each time a request is issued to a document, the server titartemcharacteristics
of the request to the replication meta-object. Based omitdeémentation, the meta-
object responds by indicating how to treat the requestiyr@pmediately based on
the local replica, or require to first check for freshness, &he server is in charge of
actually performing the operation.

Once the replication meta-object has authorized the regties\Web server uses
one of its standard document delivery modules to responédsdican be modules that
deliver static documents, or modules that generate a datoneequest.

Certain replication policies require taking actions atesttimes than request time,
such as prefetching large documents, periodically checkina document’s freshness,
sending invalidations to replicas when the master copy éatgrl, and processing in-
coming invalidations. To do so, meta-objects can registdotal services for being
invoked when certain events take place. For example, a olgtst can request to be
woken up periodically or when a given file is updated.

3.3 Client Redirection

Each document is assumed to have a home server. This semespisnsible for au-
tomatically redirecting clients to their most suitable lrep. Knowing the location of
clients and replicas, such a selection can be reduced torteshpath problem [14].
Each incoming client is associated with its Autonomous&ysKnowing the locations
of replica sites and the map of network connections betwagmamous systems, each



client is directed to a server such that the number of aut@usnsystems on the path
between the client and the replica server is minimized. tassary, more criteria can
be used in the selection of a replica site, such as the loadatf e=plica site and the
intra-AS network distances.

Mechanisms to effectively redirect clients to replicas barclassified in two cate-
gories [2]:

— HTTP redirection: when it receives an HTTP request, theesesends a redirec-
tion response, indicating from which URL the document stidad retrieved. This
scheme is very simple, but it is not transparent. That isybess display the URL
of the mirror site instead of the home site. This may becomehlem if, for ex-
ample, a user bookmarks a mirror page. Later on, when hettriascess the page
again, this mirror may have been removed.

— DNS redirection: before accessing a page, a browser needgtest the DNS to
convert the server's name into an IP address. After locatimguthoritative server
for the given domain, the client's DNS server contacts it &otually resolving
the name. DNS redirection requires the authoritative setwesend customized
responses depending on the location of the client [17]. ERfdl values are as-
sociated to responses, so that client DNS caches are upafééad A customized
authoritative DNS server is necessary, but no other DNSeser@eds to be mod-
ified. This method is fully transparent to the user, since WRlb not need to be
modified. On the other hand, it has a coarse granularity:ribispossible to repli-
cate only part of a server, since all requests to this serilEb&sent to the mirrors.

We decided to use DNS redirection, as did most of the contetritzlition networks,
such as Akamai. However, our system’s architecture doedeym¢nd on this decision;
we may later decide to use another mechanism, for exampla titeeHTTP standard
will feature more powerful redirection mechanisms.

As we discuss in next section, we will implement a custom2&tb servetinside
the Globule Apache module. This allows for easier admiaiiin as well as for tight
coupling between the replication and redirection modules.

4 Integration into the Apache Web Server

In order to allow for easy deployment, we decided to develdgb@e as an Apache
module. This way, turning a normal Apache server into a cgpibn-aware server would
require only compiling a new module into the server and aditi configuration file.

The Apache Web server is built from a modular design, whickbéss one to easily
add new features [7]. It decomposes the treatment for eaplest into several steps,
such as access checking, actually sending a response hthekdiient, and logging the
request.

Modules can register handler functions to participate ia onmore of these steps.
When a request is received, the server runs the registeratldra for each step. Mod-
ules can then accept or refuse to process the operationetherdries all the handlers
registered for each step until one accepts to process it.



Many third party modules have been developed to extend Apach number of
ways, such as the PHP server scripting language and a strg &3 delivery module.

The architecture of Apache provides us all the tools necg$samplement Glob-
ule: a replication module can, for example, intercept a estjbefore being served by
the standard document delivery modules to let the reptioatieta-objects check for
consistency. Likewise, servers can communicate with edutr by HTTP.

Although Apache has been originally designed to handle trdyHTTP protocol,
its newest version allows one to write modules that implethoéimer protocols. An ap-
propriate module could therefore turn Apache into a DNS eei/e plan to use this
feature for redirecting clients to mirrors.

5 Related Work

5.1 Content Distribution Networks

Many systems have been developed to cache or replicate Wabramts. The first
server-controlled systems have been push-caches, wheseither was responsible of
pushing cached copies close to the users [5]. More recatthtent distribution net-
works (CDNSs) have been developed along the same idea. Tystses rely on a large
set of servers deployed around the world. These serversoangah caches, configured
as surrogate proxies. The intelligence of the system is ljmaoncentrated in the DNS
servers which are used to direct clients to a server clodeetmt Consistency is realized
by incorporating a hash value of document’s contagitle its URL. When a replicated
document is modified, its URL is modified as well. This schemeassitates to change
hyperlink references to modified documents as well. In otdeieliver only up-to-date
documents to users, this system cannot use the same meuhanisplicate HTML
documents; only embedded objects such as images and videphcated.

Globule presents three major differences with CDNs. FBsice its consistency
management is independent from the document naming schiergsn replicate all
types of objects. Second, contrary to CDNs which use the samsistency policy for
all documents, Globule selects consistency policies onralpeument basis so that
each document uses the policy that suits it best. This is dfcpéar interest when
replicating heterogeneous sets of documents such as ataticlynamic pages, and
streaming documents. Finally, the system does not requieesingle organization to
deploy a large number of machines across the Internet: Glalmers automatically
trade resources with each other, therefore incrementalilding a worldwide network
of servers at low cost.

5.2 Peer-to-peer Systems

Globule can be seen as a peer-to-peer system [10]. Most sé thgstems, such as
Gnutella, are used to locate files at user’s locations wittioel need for a centralized
server. Other peer-to-peer applications allow, for examnfar distribution of parallel
computations on users’ machines, such as the SETI@honecproj

Globule qualifies as a peer-to-peer system because it makksirom different
administrative domains cooperate to provide a servicerthatingle server could ever
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achieve. Moreover, its architecture is entirely deceiteal, which means that no central
server is necessary. The protocol for propagating metrimtion among the network
of servers is also similar to the protocol for searching aditeong a Gnutella network.

The main difference between Globule and other peer-to-pestems relies in the
nature of the inter-node cooperation. Resources beingamgdd in Gnutella are files
whereas Globule servers exchange storage space and nétsvaiwidth.

5.3 Streaming Media Replication

Replicating streaming documents is a very different isba@ treplicating regular Web
documents. Although we do not consider this class of doctsrasour primary appli-
cation target, we believe that our approach could be beatficthis area as well.

On the one hand, consistency is often not a major issue, giese documents are
hardly ever updated. On the other hand, since they are qigtétypically between
1MB and 100 MB), partial replication often offers better tbgnefit ratio than total
replication. Prefix caching (i.e., replicating only the beng of each file) can help
reducing the startup delay and smooth the subsequent bdtideguirement between
the server and the cache [4, 16]. The utility of such prefixhaag is reinforced by the
fact that many users stop movie playback after only a fewrsgés§l]. Another possi-
bility for partial replication is video staging, where orthe parts of the variable-bit-rate
video stream that exceed a certain cut-off bandwidth arécagpd [20]. Replication of
layered encoded video can also be realized by replicatimgtbe first V layers [6].
However, the authors note that this last technique is ofésteonly if at least some
clients use the ability of viewing a low-quality version bftvideo.

Redirecting clients to appropriate replicas is more diffieuith streaming docu-
ments than with Web documents. Streaming sessions lagtlamgl use more resources
at the replica site, in particular in terms of network bandklviand disk I/O. This leads
to complex scheduling and resource reservation problertiseaderver or at the repli-
cas. However, many solutions have been proposed that raogeciever scheduling
policies to mechanisms for redirecting a client to anott@wer during a streaming
session [15].

Clearly, streaming documents place different requireemt wide-area content
delivery platforms than Web documents. Specific mechan@mmdeing developed to
handle them efficiently. Moreover, these mechanisms dopyliydo all situations, de-
pending on the interactive or non-interactive nature oftbeuments, their compression
formats, and the usage pattern of users.

We believe that our adaptive per-document replicationseheould be well suited
to handle the variable requirements of video-on-demantiGgtipns. Future research
will investigate the interest of our approach for wide-agetivery of streaming docu-
ments.

6 Conclusion

We have presented Globule, a platform for Web documentaafidin. Globule inte-
grates all necessary services into a single tool: dynaneiatiom and removal of repli-
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cas, consistency management, and automatic client réidineGlobule will be imple-
mented as a module for the Apache server.

The architecture presented in this article is still work mogress, but we hope to
release a first prototype soon. Two problems have been leftifare work. First, se-
curity: the administrator of a server would like to make stirat remote servers which
accepted to host his replicas will do it without modifyingodinents, for example. We
plan to use a trust model to solve this. Second, details @ks¢0-server negotiation
still have to be figured out.

When the Globule project is completed, we expect to providea@ cooperative
platform for Web document replication that will match theeeincreasing quality of
service expectations that users have.
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