
Brow s e r re dire ction

Dynam ic docum e nt re plication

Introducing...
W e b brow s ing is  too s low .

poor pe rform ing s e rve rs , ne tw ork  late ncie s , bottle ne ck s ,
s udde n s urge s  (s las h dotting).

Proxie s  are  of lim ite d value .
Conte nt De live ry Ne tw ork s  (CDNs ) offe r m ore  e ffe ctive  s olution.

re plicate  docum e nts , control docum e nt cons is te ncy, analyz e  global acce s s  patte rn,
pus h  re plication, brow s e rs  ne e d no-proxy s e tup, e tc.

H ow e ve r, m os t CDNs  are  e nte rpris e  bas e d, re q uiring control ove r all s e rve rs .
 
Alte rnative : e nd-us e rs  cons truct th e ir ow n CDN us ing Globule , w h e re  all its  us e rs ' 
m ach ine s  (incl. de s k top PCs ) form  th e  CDN.
• provide  (ch e ap) local re s ource s ;
• gain acce s s  to (valuable ) re m ote  re s ource s ;
• conte nt ow ne rs  re m ain in control of th e ir docum e nts .

Globule  is  a m odule  for Apach e .
• e as y to upgrade  from  non-re plicate d s e rve r;
• curre nt ve rs ion 1.2.0 available  from  w w w .globule .org for Linux, Unix and W indow s *.

Advantage s  of Globule  re plication:
• acce s s ing ne arby re plicas  incre as e s  clie nt pe rce ive d pe rform ance ;
• m ultiple  re plica s e rve rs  h e lp ove rloade d s ite s  (s calability);
• fault tole rance  to k e e p s ite  alw ays  available ;
• adaptive  re plication policie s  for optim al us age .

(*) De ve lopm e nt of th e  W indow s  ve rs ion is  s pons ore d by NLne t.

W e b clie nts  us e  s tandard unm odifie d brow s e rs , w ith out s pe cial proxy s e ttings .

Globule  s upports  tw o re dire ction m e ch anis m s :
• H TTP re dire ction, initial GET re q ue s ts  re turns  a H TTP_ MOVED_ TEMPORARILY.

All future  re q ue s ts  of th at clie nt are  th e n re dire cte d to a re plica s e rve r.
• DNS re dire ction, re dire cting clie nts  to diffe re nt IP addre s s  w h e n look ing up h os t in URL.

Re dire ction policie s  de te rm in w h e re  to re dire ct a clie nt to.
Varying policie s  from  s im ple  to com ple x:
• round-robin;
• proxim ity bas e d us ing AS-path  le ngth s  (h ops );
• bas e d on late ncy dis tance  e s tim ation, s e e  be low  (planne d).

Mos t large  w e b s ite s  us e  dynam ic docum e nt te ch nology (e .g. PH P, CGI, ASP)
to ge ne rate  w e b page s .
Store d data us e d by th e s e  s cripts  is  be ing acce s s e d from  local databas e s .

Re plication of dynam ic docum e nts  re q uire s  re plication of both  code  and data.
In principle  s traigh t forw ard, h ow e ve r:
• code  m odifie s  unde rlying data th us  th e  s ys te m  m us t m aintain cons is te ncy am ong re plicas ;
• s cripts  s h ould trans pare ntly run on diffe re nt h os ts  th an from  w h ich  th e y originate ;
• re plica s e rve rs  s h ould be  prote cte d from  re plicate d s cripts  trying to acce s s  local s tate .

Globule  w ill s upport incorporating on-de m and re plication of PH P s cripts  and application data.
Re plicate  partial data only on s e rve rs  th at acce s s  th e m , data is  k e pt cons is te nt at low  cos t.

Adaptive  re plication
Docum e nts  h ave  diffe re nt acce s s  ch aracte ris tics .
• s iz e , re ad and update  fre q ue ncy, s patial and te m poral acce s s .
• no one -s iz e -fits -all approach  to re plication

Globule  doe s  not apply th e  s am e  policy to all docum e nts :
• Each  docum e nt is  re plicate d w ith  th e  policy th at s uits  it be s t;
• Ch oice  of policy is  done  autom atically;
• Globule  dynam ically ch ange s  policie s  if acce s s  patte rns  ch ange .

    Evaluate d by com puting be s t pe rform ance  of e ach  pos s ible
    s trate gy ove r pas t pe riod, de pe nding on s e ve ral m e trics
    (e .g. ne tw ork  late ncy, cons is te ncy tole rance , update  traffic)

Se rve r of docum e nt ow ne r dictate s  
s e le ction of re plicas , cons is te ncy 
s trate gie s .

Dis conne cte d ope ration
    -- fault tole rance

Globule  is  attractive  als o be caus e  of its  fault tole rance  as pe cts .
W h at h appe ns  if one  s e rve r is  unavailable ?

tole rate  h os t failure , m ainte nance , ne tw ork  proble m s , ove rloade d ne tw ork  or s e rve rs .

Conte nt ow ne rs  m onitor th e ir re plica s e rve rs .
• Re dire ct clie nts  only to available  s e rve rs

W h at if th e  conte nt ow ne r be com e s  unavailable ?
• Back up s e rve rs  h old m as te r conte nt as  s e condary s torage  for

re plicas  if point of origin in dow n.
• Globule  allow s  for out-s ourcing of re s pons ibility of re dire ction to

m ultiple  th ird-party s e rve rs .
Out-s ource  tas k s  to h os ts  w h ich  provide  a h igh e r availability s e rvice .

Note  th at tas k s  are  out-s ource d, but th e  conte nt ow ne r re m ains  in control 
by dictating diffe re nt policie s .

Re plica Place m e nt
H ow  do you s e le ct th e  righ t s e rve rs  to h os t your conte nt?
1. locate  w h e re  your clie nts  are .
2. ide ntify h ot re gions  w h e re  m os t clie nts  re s ide .
3. pick  a s e rve r locate d ins ide  th e  re gion.
Re plicas  are  s trate gically place d ne arby clie nts .
• Minim iz ing clie nt-to-re plica late ncy.
• Providing re gion re le vant data dis tribution.

Inte rne t late ncie s  are  m ode le d as  an N-dim e ns ional s pace  
us ing our SCOLE re s e arch  (s e e  brow s e r re dire ction).

Se curity
H ow  do you m ak e  s ure  th at re plica s e rve rs  de live r your conte nt?
Ne e d m e ch anis m s  th at ve rifie s  th e  inte grity from  re s pons e s  of untrus te d 
re plica s e rve rs .

Place  re plicas  only at s e rve rs  th at
you trus t.
Arbitrary re q ue s ts  are  ch e ck e d by 
com paring h as h  value  of conte nt be tw e e n 
re plica and docum e nt ow ning s e rve r.
Violation re s ults  in re m oval of th e  lis t from  
active  re plicas .

Planne d

Unrelease d

Re plica s e rve r re ce ive  re dire cte d re q ue s ts  are  configure d to acce pt non-local re q ue s ts .
W h e n cach e d re plica docum e nt out-of-date  as  de te rm ine d by re plication policy it is  
re fe tch e d from  origin s e rve r or back up s e rve r th rough  norm al H TTP.
Additional m e ta-data re turne d to re plica s e rve r dictate  a.o. th e  re plication policy.

Planne d

Late ncy e s tim ation
Scalable  Coope rative  Late ncy Es tim ation (SCoLE).
obtain late ncy to oth e r node s  w ith out ne e d to alw ays  m e as ure .
• Each  clie nt m ach ine  is  as s ociate d to an N-dim e ns ional coordinate .
• Late ncy be tw e e n tw o m ach ine s  is  e s tim ate d as  th e  dis tance  be tw e e n th e  coordinate s .

• s e le ct N+ 1 "landm ark " node s ;
• m e as ure  late ncie s  be tw e e n landm ark s ;
• s e t coordinate s  s uch  th at late ncy(x,y) ≈  dis tance (coord(x),coord(y));
• oth e r node s  m e as ure  N+ 1 late ncie s  to landm ark s  and
   triangulate  dis tance  de te rm ining th e ir coodinate s ;
• late ncy be tw e e n any tw o node s  is  th e  dis tance  in N-dim e ns ional s pace .
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