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Abstract

Anycastingwas introducedto facilitate ef�cient com-
municationbetweendistributedInternetservicesand their
clients, as it allows client requeststo be automatically
routedto nearbyserviceinstances.However, eventhough
several anycastimplementationshavebeenproposed,their
variouslimitationspreventthemfrombeingwidelyadopted
by large-scaledistributedsystems.

Thispaperidenti�es thekey limitations of existingany-
castimplementations,andproposeshowto implementany-
cast such that all theselimitations are addressedwithout
harmingthe performanceof anycastcommunication.Our
solution relies on address-translationcapabilitiespresent
in modernoperatingsystems.Thesecapabilitieshaveorig-
inally beendesignedfor communicationwith mobilenodes.
However, wedemonstrate that onecanexploit themto im-
plementversatileanycastingat low cost.

1 Introduction

Anycast is a network addressingand routing scheme
wherebydata are routed to one of many possiblenodes
forming an anycastgroup [24]. The chosennodeis typi-
cally the “nearest”or “best” to the datasenderasviewed
by thenetwork topology, whichenablesInternetservicesto
easilyredirecteachof their clientsto its proximalservicing
facility.

Anycastingby natureensurescommunicationlocality,
which makesit very attractive to globally distributedsys-
tems. Various researchefforts have proposedexploiting
anycastfor contentdelivery[14], balancingloadacrossroot
DNS servers[17], or implementingmulticastrendez-vous
points [21]. When implementedproperly, anycastingcan
alsobeusedto developdistributedvirtual serversin which
multiplenodessharethesamecontactaddress,or to identify
nearbymembersof peer-to-peeroverlays.

However, even thoughseveral anycastimplementations
have been proposed,none of them have been widely
adoptedin large-scaledistributedsystems,which still tend
to implementanycast-like functionalityon their own [4, 6].
We believe that the problem lies in a numberof limita-
tionsexhibitedby existingandproposedanycastimplemen-
tations.For example,many implementationsdonotprovide
�ne-grain controlover traf�c switching,cannothandlefail-
ureswithin anycastgroups,anddo not supportconnection-
orientedcommunicationproperly. While all theselimita-
tions canbe addressedusinga proxying frontend,follow-
ing this approachmakesanycastinginef�cient andleadsto
problemswith scalability.

In thispaper, we demonstratethatanycastingcanbeim-
plementedsuchthatall theselimitationsareaddressed,yet
without affecting the performanceof anycastcommunica-
tion. Our solutionexploits address-translationmechanisms
provided by Mobile IPv6, which hasoriginally beenpro-
posedto enablecommunicationwith mobile nodes. We
show that thesemechanismscan also be usedto switch
traf�c amongnodesforming anycastgroupsin a controlled
manner. Suchswitchingenablesour solution to transpar-
entlyhandoff traf�c targetingtheaddressof agivenanycast
groupto theaddressof any nodewithin thatgroup,which
effectively providesanycastfunctionality.

Our anycastimplementationpreservesthegoodproper-
tiesof existing implementations.First, it exploits standard
network protocols,and so is readily available for global-
scaledeployment.Second,it enablesdirectcommunication
betweennodesforming anycastgroupsand their clients,
whichmakesthatcommunicationveryef�cient.

Equally important,our solutionalsoaddressesthe lim-
itationsexhibited by the currentimplementations.First, it
provides�ne-grain control over traf�c switching. Second,
it toleratesrapidchangesin the compositionof an anycast
group,asclientsservicedby a nodeleaving thegroupcan
transparentlyandswiftly be taken over by any othernode
within the group. Third, it consistentlyroutestraf�c be-
tweenan anycastgroupandits clients,thusallowing indi-



vidualnodeswithin thatgroupto maintainconnectionstate.
In oursolution,switchingaclientto anothernodewithin the
groupcausesthatconnectionstateto migrateaswell, imply-
ing thattheclient connectionremainsintact. Themeasure-
mentsperformedon our prototypeanycasttestbeddemon-
stratethat the only overheadof our implementationis the
short delay causedby traf�c switching, which is a linear
functionof network latenciesbetweenthenodesinvolved.

The possibility of implementinganycast functionality
usingMobile IPv6 hasalreadybeenidenti�ed in two ear-
lier publications.The �rst oneproposesto exploit mobile
extensionsof IPv6 to routerequestsin contentdeliverynet-
works[3], whereasthesecondonesketcheshow to redirect
clientsto anycastnodesusingMobile IPv6 signaling[16].
However, both thesestudiesbuild on early versionsof the
Mobile IPv6 speci�cation,which differ signi�cantly from
the�nal protocolcoveredby this paper. Also, besidesem-
ploying Mobile IPv6 to implement(relatively straightfor-
ward)one-timetraf�c switching,we alsodemonstratehow
Mobile IPv6canbeexploitedto ensureanycastaddresssta-
bility andto implementmulti-layer wide-areaclient hand-
offs. Finally, while the two earlierstudiesarepurely the-
oretical in nature,we baseour considerationson practical
experiencewith ourprototypeanycasttestbed.

For lackof space,thedetaileddescriptionandevaluation
of our proposedtechniquescould not be includedin this
paper. We refer the interestedreaderto theaccompanying
technicalreport[31]. Instead,this paperfocuseson a high-
level descriptionof our approachandon extensiveanalysis
of its propertiesin comparisonwith existingapproaches.

Therestof this paperis structuredasfollows. Section2
describesthe requirementsthat mustbe met by any prac-
tical anycastimplementation.Section3 discussesto what
extent theserequirementsaremet by a numberof existing
solutions. Section4 presentsour anycastimplementation,
andexplainswhy it meetsthe requirementsbetterthanits
earliercounterparts.Finally, Section5 concludes.

2 Requirements

Anycast is a network addressingand routing scheme
wherebydataareroutedto oneof many nodesforming an
anycastgroup[24]. Thechosennodeis typically the“near-
est” or “best” to thedatasenderasviewedby thenetwork
topology. For the sake of brevity, we refer to membersof
ananycastgroupasto “anycastnodes.”

Everyanycastimplementationmustmeettwo functional
requirements.First, onemustorganizea numberof nodes
into an anycastgroup. Typically, thegroupprovidessome
service.Whereastheservicedetailsareirrelevant, the im-
plementationmustallow theanycastnodesto bedistributed
over a wide-areanetwork, as anycast is typically usedin
Internet-scaledeployments[14, 17, 21].

The secondfunctionalrequirementis that eachanycast
groupcanbe assigneda contacthandle,suchasan IP ad-
dressor DNS name,which can be usedby the clients to
sendtraf�c to thatgroup.Theanycastimplementationmust
ensurethattraf�c sentby a givenclient to a contacthandle
reachesexactlyoneanycastnodewithin therespectiveany-
castgroup,preferablytheoneclosestto theclient in terms
of somenetwork distancemetric.Selectingsuchanodeand
re-routingthetraf�c shouldremaintransparentto theclient
evenwhenthecompositionof theanycastgroupchanges.

In addition to meeting the above functional require-
ments,an anycastimplementationmustalso have a num-
ber of non-functionalpropertiesto be useful in practice.
First, the communicationbetweenthe clientsandthe any-
castnodesmustbeef�cient in thesensethatanycastingcan-
not introducetoo much overheadin comparisonto direct
communicationbetweena client andananycastnode.Sec-
ond,theanycastimplementationshouldbescalableenough
to handleglobal communication.Finally, the anycastde-
ploymentshouldnot requireany changesto theexisting In-
ternetinfrastructure.

All thesebaserequirementsare met by the standard
routing-basedanycast implementation. However, we ob-
serve that it is relatively seldomusedby Internetapplica-
tions, which tend to implementanycast-like functionson
their own. This is, for example,what happensin content
deliverynetworks,whoserequestroutingsubsystemswork
verysimilar to anycast.We believe thatanycastimplemen-
tationsmeetingonly the above requirementsare still not
�e xible enoughto bewidely adoptedby contemporarydis-
tributedsystems,which typically expectanycastto provide
muchmorethanprimitive traf�c scattering[33].

The primary additional function that many distributed
applicationsrequirefrom anycastis �ne-grain controlover
dispatchingtraf�c to individual nodes.A practicalanycast
implementationshouldthereforeenablean anycastgroup
to route anycast traf�c accordingto any metric and not
only to networkdistancebetweenclientsandanycastnodes.
For example,in classicalload-balancingschemes,traf�c is
routedbasedon bothnetwork distanceandthecurrentload
of eachnodeservicingthetraf�c [9, 25].

Another useful property of a practical anycast imple-
mentationis its resilienceto potentially frequentchanges
in the compositionof anycastgroups,as large-scaledis-
tributedsystemsareincreasinglyoften composedof unre-
liable nodes[23]. In particular, ananycastgroupshouldbe
able to quickly adaptto ungracefuldeparturesof anycast
nodes,suchthat thegrouptraf�c is alwaysservicedby the
nodesremainingin thegroup.This requiresthattheclient-
to-nodetraf�c-control mappingsarenotonly �ne-grain, but
alsothatthey canberapidlyupdated.

Since anycast effectively converts a group of anycast
nodesinto a singlevirtual node,it is alsodesirableto make



thecommunicationwith anycastgroupsasreliableaswith
regular nodes. This meansin particularthat updatingthe
traf�c-control mappingsinsideananycastgroupshouldnot
breakthecommunicationbetweenthatgroupandits clients.
However, when clientscommunicatewith anycastgroups
usingconnection-basedprotocolssuchasTCP, rapidtraf�c
switchingbetweenanycastnodesmight resultin suchcon-
nectionsto beaccidentallyterminated[29]. A practicalany-
castimplementationshouldprevent suchproblemsby en-
ablingtheanycastnodesto transparentlyhandoff clientcon-
nectionsbetweeneachothersothatcommunicationwith the
anycastgroupis notdisruptedupontraf�c switching.

Finally, deploying anycastin thecurrentInternetshould
be simple, and shouldnot requireany specialprivileges.
For example,therouting-basedanycastimplementationre-
quiresthatspecialroutesto anycastnodesareadvertisedin
theInternet.This meansin particularthatanybodydeploy-
ing routing-basedanycastneedsto control routersable to
injectnew routes,whichmightalreadybebeyondthereach
of mostregularInternetusers.

3 Alternative Implementations

A numberof systemshave beenproposedto provide
anycast-likefunctionality. Thissectionanalyzesto whatex-
tentthey meettherequirementsdiscussedin Section2.

Proxying Frontend In the most straightforward ap-
proach,onecanusea proxyingfrontend,which would for-
ward client traf�c to individual nodeswithin its anycast
group,andwhosenetwork addresswould be advertisedas
theanycastaddressof thatgroup[8]. Suchasolutionoffers
real-time,�ne-grain control over the client traf�c andcan
easilysupportconnectionhandoffs. However, whenused
in wide-areasetups,frontendstendto becomeperformance
bottlenecks,as they limit network bandwidthavailable to
eachanycastgroupandintroduceadditionallatency to the
communicationbetweenclientsandanycastnodes[7].

Client-side Software Anothersimpleanycastimplemen-
tationreliesontheclient-sideapplicationto manageanycast
communication.In thatcase,thecompositionof eachany-
castgroupmustberevealedto theclients,whichthusobtain
the�e xibility of selectingindividualanycastnodes,switch-
ing betweenthem,andhandlingtheir failures[11, 15, 22].
However, disclosingthe group compositionto the clients
introducestheproblemof keepingthatcompositionconsis-
tent. This might becomeexpensive, especiallywhen the
groupcompositionis verydynamic.Also, giventhatclient
applicationslack detailedinformationaboutthe load, per-
formance,andavailability of individualanycastnodes,they
areby naturepoorly suitedto selectthebestanycastnodes

to communicatewith [32]. The last problemis that this
approachis only applicablewhendevelopingnew applica-
tions. It doesnotallow for incorporatinganycastinto legacy
applicationsthatwerenot initially designedto supportany-
castcommunication,suchastheWeb.

DHTs Anycast functionality can also be implemented
with distributedhashtables(DHTs) [10]. Similar to what
happensin client-basedimplementations,DHTs customize
the client-sidesoftware,which limits their applicability to
new systemsonly. However, insteadof lettingasingleclient
handlethe anycastcommunication,DHTs organizeclients
andanycastnodesinto overlaysenablingtheformerto route
messagesto the latter. Routingprotocolsutilized by DHTs
aredesignedsuchthatmessagescanbeexchangedevenin
thefaceof frequentchangesin overlaycomposition.There
is alsononeedto disclosethecompletecompositionto any
singleclient. However, theproblemwith DHT is thatselec-
tion of anycastnodesis performedimplicitly by the rout-
ing protocol,which limits theapplication'scontrolover the
mappingbetweenclientsandanycastnodes.

Routing-basedAnycast Thestandardanycastimplemen-
tation exploits the propertiesof Internetrouting protocols,
which enableany unicastIP addressto be turnedinto the
anycastaddressof someanycastgroup [24]. To this end,
everynodebelongingto a givenanycastgroupattachesthe
sameunicastIP addressto its own network interface,and
lets the routeto that addressbe propagatedby the routing
system.This resultsin advertisingthesameIP addressvia
multiple routesleadingto differentanycastnodes. Given
thatroutersautomaticallyselectshortestroutesto eachdes-
tination IP address,theunicastIP addresseffectively turns
into an anycastaddress,andall the traf�c sentto that ad-
dressnaturallysplitsamongtheanycastnodes.

While routing-basedanycasthasbeenusedto implement
critical applicationssuchasloadbalancingacrossrootDNS
servers, it also has several disadvantages. First, similar
to the previous approach,clientsareredirectedto anycast
nodesirrespectiveof thesituationwithin theanycastgroup,
which leavesthatgroupwith no control over client traf�c.
Second,removinganycastnodesrequiresroutingupdatesto
bepropagated,which takessometime duringwhich theaf-
fectedclientscannotcontactthe anycastgroupat all [27].
Third, routesto anycast addressesare dif�cult to aggre-
gate,which increasesthe overall numberof routesto be
processedby routersworldwide [20]. Finally, sinceclient
traf�c is effectively redirectedby third-party routers,on-
demandtraf�c switchingbetweenanycastnodesis practi-
cally impossible.While someof theselimitationshavebeen
addressedbyvariousresearchefforts,thesolutionstypically
requireeitherchangesin routingprotocols[13, 18, 28], or
upgradesto theInternetinfrastructure[5, 20, 26, 30].



DNS Redirection Anycast-like communicationcanalso
be implementedwith DNS. To this end, all the anycast
nodeswithin a givengroupcansharethesameDNS name,
and the DNS server responsiblefor that namecan split
client traf�c by returningtheIP addressesof differentany-
castnodesto differentclients. This schemehasbeensuc-
cessfullyemployedby contentdeliverynetworks,asit inte-
gratestransparentlyinto theInternetcommunicationmodel,
exploits the scalability of DNS, and provides fairly good
controloverclient redirection[12]. Someresearchprojects
have evenproposedto extendDNS with advancedanycast
functionssuchas performance-basedselectionof anycast
nodes[34]. However, DNS cachingcanseverelydelayup-
datingthe redirectionmappings,asmany DNS serversare
con�guredto ignoreshortTTL values.Thislimits theappli-
cability of DNS-basedanycastto verystablesystemswhere
ungracefulnodedeparturesnever occur. Also, sinceclient
applicationstypically donotre-validatepreviouslyresolved
DNSnameseachtimethey accessananycastgroup,switch-
ing betweenanycastnodesis not possibleuntil the DNS
nameexpiresandis resolvedanew.

Discussion The propertiesof all the above implementa-
tions aresummarizedin Table1. Threestarsaregiven to
implementationsthatmeeta speci�c requirementwell, two
starsmeanlimited support,andonestarmeansno support
whatsoever. As canbeobserved,eachimplementationfails
to meetat leastone requirementcompletely. This might
bewhy noneof themis totally suitablefor real large-scale
applications,andwhy systemslike Akamai or Googleuse
complex combinationsof multiple techniquesto implement
ef�cient andreliableanycasting[4, 6]. On theotherhand,
webelievethatasinglegoodimplementationmustmeetall
the requirementsat the sametime. The following section
discusseshow suchanycastingcanbeimplementedusinga
smallsetof standardtechniquesadoptedfrom mobilecom-
munication.

4 Architecture

We proposeto implementanycastfree of all the previ-
ouslydiscussedlimitationsby meansof address-translation
capabilitiesprovided by the Mobile IPv6 protocol. These
capabilitieshave originally beenintroducedto enablecom-
municationwith mobilenodeswhile they moveamongvar-
iousnetworks. However, we demonstratethatonecanalso
exploit thesecapabilitiesto implementanycasting.

The generalidea is to presentan anycastgroup to its
clientsasa singlemobile node. The anycastfunctionality
is thenimplementedby informing eachclient that this (�c-
titious)mobilenodehasmovedto thelocationof theactual
anycastnodetheclient is goingto communicatewith. Sim-
ilar to what happensin mobile environments,announcing

themovementcausestheclient to redirectall its traf�c tar-
getingthe mobile nodeto the new locationwhile keeping
the movementtransparentto the client applications. This
effectively enablestheanycastnodesto jointly servicetheir
clientsvia asingleanycastaddress.

The following sectiondiscussessomebasicaspectsof
Mobile IPv6, which is the standardprotocoldesignedfor
mobilecommunication.Then,we show how selectedfunc-
tions of Mobile IPv6 can be usedto implementversatile
anycast.

4.1 Mobile IPv6

Mobile IPv6 (MIPv6) consistsof a setof extensionsto
the IPv6 protocol [19]. MIPv6 hasbeenproposedto en-
ableany IPv6mobilenode(MN) to bereachedby any other
correspondentnode(CN), even if the MN is temporarily
awayfrom its usuallocation.MIPv6 assumesthateachMN
belongsto onehomenetwork, which containsat leastone
MIPv6-enabledroutercapableof servingasa homeagent
(HA). SuchanHA actsasarepresentativefor theMN while
it is away.

To allow one to reachan MN while it is away from
homeandconnectedto somevisited network, MIPv6 dis-
tinguishesbetweentwo typesof addressesthatareassigned
to MNs. The homeaddressidenti�es an MN in its home
network andneverchanges.An MN canalwaysbereached
at its homeaddress.An MN can alsohave a care-of ad-
dress, which is obtainedfrom a visited network whenthe
MN movesto thatnetwork. Thecare-ofaddressrepresents
thecurrentphysicalnetwork attachmentof theMN andcan
changeastheMN movesamongvariousnetworks.TheMN
reportsall its care-ofaddressesto its HA.

The goal of MIPv6 is to ensureuninterruptedcommu-
nicationwith MNs via their homeaddressesandindepen-
dently of their currentnetwork attachment. To this end,
MIPv6 provides two mechanismsto communicatewith
MNs thatareawayfrom home.The�rst mechanismis tun-
neling, by which the HA transparentlytunnelsthe traf�c
targetingthehomeaddressof anMN to thecare-ofaddress
of thatnode(seeFigure1a).

The advantageof tunnelingis that it is totally transpar-
ent to theCNs. Hence,no MIPv6 supportis requiredfrom
any nodeotherthantheMN andits HA. However, tunneling
canalsoleadto two problems.First, if many MNs from the
samehomenetwork areaway, thentheirsharedHA canbe-
comea bottleneck. Also, if the distancebetweenan MN
and its homenetwork is large, then tunneling can intro-
ducesigni�cant communicationlatency. Thesetwo prob-
lems are addressedby the secondMIPv6 communication
mechanism,calledrouteoptimization. It enablesanMN to
revealits care-ofaddressto any CN to allow directcommu-
nication(seeFigure1b).



Ef�cient Easy Traf�c High-Churn Handoff
Communication Deployment Control Tolerance Support

ProxyingFrontend * *** *** *** ***
Client-sideSoftware *** * * *** ***

DHTs ** * * *** *
Routing-basedAnycast *** ** * * *

DNS Redirection *** *** ** * *

Table 1. Comparison of alternative anycast implementations
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Figure 1. Communication in Mobile IPv6: tunneling (a), and route optimization (b)

Revealing the care-ofaddresscausesthe CN to create
a translationbinding betweenthe home-and care-ofad-
dressesof an MN. The binding allows the CN to translate
betweenhome-andcare-ofaddressin theincomingandout-
going traf�c, which enablesthe CN to communicatewith
theMN directly at its care-ofaddress.This eliminatesthe
latency introducedby tunneling,andof�oads theHA.

Routeoptimizationis slightly lesstransparentthantun-
neling, as the IP layer at the CN is aware of the current
physicalattachmentof theMN. However, that information
is con�ned insidetheIP layer, whicheffectively hidescare-
of addressesfrom higher-level protocolssuchasTCP and
UDP. As aconsequence,theseprotocolsuseonly thehome
addressof anMN andthechangesin theMN' s locationre-
maintransparentto applicationsrunningonCNs.

4.2 Versatile Anycast

OuranycastimplementationexploitsthefactthatMobile
IPv6decoupleshome-andcare-ofaddresses,effectively al-
lowing for the traf�c directedto the former to be transpar-
ently redirectedto the latter. This comescloseto theany-
castcommunicationmodel,in which traf�c sentto theany-
castaddressof ananycastgroupis routedto theinterfaceof
someanycastnodewithin thatgroup.

Recallthatoursolutioncauseseachanycastgroupto ap-

pearto its clientsasanMN. TheanycastaddressX of that
groupthenbecomesthehomeaddressof that�ctitious MN.
Theaddressesof anycastnodeswithin thegroup,in turn,act
ascare-ofaddressesto which the traf�c canbe redirected.
By disclosingdifferentcare-ofaddressestodifferentclients,
theanycastgroupcanconvincedifferentclientsthattheMN
hasmoved to differentlocations(seeFigure2). Note that
the client's higher(transportandapplication)layersretain
the illusion that they communicatewith the oneandonly
nodeholdingaddressX , asthe translationbetweenhome-
andcare-ofaddressesis con�ned in thenetwork layer.

We implementthe above communicationmodel in two
steps. First, we make sure that any traf�c targeting the
anycastaddressreachesonegivenanycastnodewithin the
respective anycastgroup. Second,we enablethat nodeto
transparentlyhandoff clientsto otheranycastnodeswithin
thegroup.Realizingthesetwo stepsallowsusto implement
versatileanycast,asweexplainnext.

4.2.1 AnycastAddr essImplementation

Constructingananycastgrouprequirescreatingits anycast
address�rst. Suchanaddressshouldbeindependentof the
groupcomposition,asthecompositionmay changeat any
moment.Weachievethisindependencein two stages.First,
weallow theanycastaddressto beprovidedby any anycast
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Figure 2. Communication with an anycast group

nodewithin thegroup,asIPv6enablesany nodeto generate
new IP addressesandattachthemto its network interface.
Second,we ensurethat the anycastaddressremainsvalid
despitechangesin thegroupcompositionby allowing it to
be takenover by any otheranycastnodeasnecessary. We
refer to theanycastnodeholding theanycastaddressof its
groupasa contactnode.

To enabletheanycastgroupto move its anycastaddress
at will, thecontactnoderegistersthataddresswith its HA,
which resultsin a secretkey beingsharedbetweenthecon-
tactnodeandtheHA. Thecontactnodesharesthatkey with
somebackup nodeswithin the groupso that eachof them
can impersonatethe contactnode. Impersonatingenables
eachbackupnodeto take over theanycastaddressoncethe
contactnodehasleft thegroup,whichcausestheHA to tun-
nelall thetraf�c targetingtheanycastaddressto thebackup
node.Doingsopreservesthereachabilityof theanycastad-
dressasall thetraf�c addressedto theanycastgroupkeeps
onreachingsomeanycastnode.

Although the anycastaddressis now stable,the perfor-
manceof anycastcommunicationmight still turn out to be
poor becauseextensive tunnelingto the new contactnode
canoverloadthehomeagentandintroducecommunication
latency. Theselimitationsareaddressedby routeoptimiza-
tion whereinthe care-ofaddressof an MN is revealedto
a CN, allowing for direct communicationbetweenthem.
Sinceeachanycastgroup appearsto its clients and HAs
asa singleregularMN, it canalsouserouteoptimization,
causingthe clients to communicatedirectly with the con-
tactnodeusingits actualaddress.This resultsin theperfor-
manceof anycastcommunicationremainingoptimal.

Notethattheanycastgroupcanpreventthecontactnode
from becominga potentialsingle point of failure by pro-
viding multiple anycastaddressesand registeringthem in
the DNS. In that case,differentanycastaddressescan be
handledby differentanycastnodes,eachactingasa con-
tactnodefor its respectiveanycastaddress.Sincethesead-

dressesnever change,they cansafelybe registeredin the
DNS for a long time. Furtherdetailsof our anycastaddress
implementationcanbe found in theaccompanying techni-
cal report[31].

4.2.2 AnycastTraf�c Handoff

Our implementationof theanycastaddressensuresthatall
the client traf�c reachesthe contactnode. However, this
nodeshouldnot handleall the traf�c by itself. It therefore
needsa mechanismthat allows it to transparentlyhandoff
thetraf�c to otheranycastnodes,which latermaytranspar-
ently handit off again. We refer to the anycastnodethat
handsoff a client asa donor, andto the anycastnodethat
takesover theclient asanacceptor.

Recallthataddresstranslationin MIPv6 is performedac-
cordingto bindingscreatedduring MIPv6 routeoptimiza-
tion. As we discussedin the previous section, anycast
groupsalreadyexploit this mechanismto establishdirect
communicationbetweencontactnodesand their clients.
However, since route optimizationsare performedsepa-
rately for eachclient, theanycastgroupcanalsousethem
to handoff individual clientsbetweenany pair of anycast
nodes.To this end,theanycastgroupcarefullymimics the
signalingof a mobilenodeperformingrouteoptimization.

Switchingthenetwork traf�c alonemightnotbeenough,
asmany applicationscommunicatewith their clientsusing
statefulconnectionssuchas TCP. In that case,the donor
mustprovide theacceptorwith thestateof all thenetwork
connectionsopenedby the client, so that the acceptorcan
continueto communicatewith the client using thesecon-
nectionsanddoesnot resetthem. Dependingon theappli-
cation,the samemight hold for the application-level state
of theclient. Our anycastimplementationprovidesanycast
nodeswith the ability to exchangeall suchstateinforma-
tion asnecessary. Furtherdetailsof how this is donecanbe
foundin [31].



4.3 Discussion

Our anycastimplementationmeetsall the baserequire-
mentsdescribedin Section2. First, it meetsbothfunctional
requirements,asit allowsoneto organizewidely distributed
nodesinto anycastgroupsaddressableby anycastaddresses
indistinguishablefrom regularIPv6 addresses.

Second,since clients communicatedirectly with indi-
vidual anycastnodes,the only overheadof anycastingis
thesmall initial delaycausedby client handoff. Our mea-
surementsperformedon a prototypeanycasttestbedcon-
�rm our delayanalysisandindicatethat this delayequals
6 ∗ LC S + 3 ∗ LSS , whereLC S is the one-way latency
betweenthe client and the contactnode,and LSS is the
one-way latency betweenthecontactnodeandtheanycast
nodethatultimatelyservicestheclient. Whenhandingoff
clientsthatalreadycommunicatewith someanycastnode,
somepartsof handoff signalingcan be performedin ad-
vance[31]. This allows thehandoff delayto bereducedto
4 ∗ LC S + LSS .

Third, eventhoughswitchingclient traf�c usingMobile
IPv6requiresthecontactnodeto maintainsomestateabout
eachclient, the sizeof that stateis very small. The state
essentiallyconsistsof asingleintegernumberdenotinghow
many routeoptimizationshave beenperformedbetweena
givenclientandtheanycastgroup.MIPv6 usesthatnumber
to orderits messagesproperly. Thesmallstatesizeenables
eachcontactnodeto handleahugenumberof clients,which
makesouranycastimplementationextremelyscalable.

Finally, our implementationdoesnot requireany special
changesto the Internetinfrastructureas Mobile IPv6 is a
standardInternetprotocol. Given that MIPv6 hasalready
beenimplementedin many popularoperatingsystems,it
shouldbeeasyto exploit our anycastimplementationonce
IPv6 is widely adoptedaswell [1, 2].

Apart from meeting the baserequirements,our any-
castimplementationalsomeetsthethreeadditionalrequire-
ments.First, the contactnodecanhandoff clientsto other
anycastnodesaccordingto any setof metrics.Thisprovides
theanycastgroupwith full controloverhow theclient traf-
�c is split amonganycastnodes.

Second,theability to handoff clientsatwill enablesany-
castnodesto leave the anycastgroup at any moment,as
all theclientsservicedby thesenodescanbe transparently
taken over by any other anycast nodesremainingin the
group. This makesanycastgroupstolerantto high churn
of anycastnodes,allowing anycastgroupsto be formedin
highlydynamicenvironmentssuchaspeer-to-peeroverlays.

Third, our anycastimplementationcauseseachclient to
communicatewith its speci�c anycastnode,whoseaddress
is revealedto the client during route optimization. This
enablesclientsto communicatewith anycastgroupsusing
popularstatefulprotocolssuchasTCP.

5 Conclusion

In this paper, we have identi�ed a numberof limitations
speci�c to existing anycastimplementations.We have pro-
posedhow all theselimitationscanbeaddressedby asingle
ef�cient implementationbasedonMobile IPv6,sothatany-
castingcanbewidely adoptedby contemporarydistributed
systems.Our solutionexploits address-translationmecha-
nismsoriginally introducedto enablecommunicationwith
mobile nodes. We have demonstratedthat thesemecha-
nismscan also be usedto implementanycast. The only
overheadof anycastingis the shortdelaycausedby initial
traf�c switching,which is a linear function of network la-
tenciesbetweenthenodesinvolved.We exploit ouranycast
implementationto develop ad hoc distributedservers that
preservetheircontactaddressdespiterapidchangesin their
composition[31].
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