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Abstract

Anycastingwas introducedto facilitate efcient com-
municationbetweerdistributed Internetservicesand their
clients, as it allows client requeststo be automatically
routedto nearbyserviceinstances.However, eventhough
several anycastimplementationtavebeenproposedtheir
variouslimitations preventthemfrombeingwidelyadopted
by large-scaledistributedsystems.

This paperidenti es the key limitations of existing any-
castimplementationsand proposesowto implemengny-
castsud that all theselimitations are addressedwithout
harmingthe performanceof anycastcommunication.Our
solution relies on address-tanslationcapabilities present
in modernopemting systemsThesecapabilitieshaveorig-
inally beendesignedor communicatiorwith mobilenodes.
However, we demonstate that one can exploit themto im-
plementversatile anycastingat low cost.

1 Introduction

Anycastis a network addressingand routing scheme
wherebydata are routed to one of mary possiblenodes
forming an anycastgroup[24]. The chosennodeis typi-
cally the “nearest”or “best” to the datasenderas viewed
by the network topology which enablednternetservicego
easilyredirecteachof their clientsto its proximalservicing
facility.

Anycastingby natureensurescommunicationlocality,
which makesit very attractize to globally distributed sys-
tems. Various researchefforts have proposedexploiting
arycastfor contentdelivery[14], balancingoadacrossoot
DNS seners[17], or implementingmulticastrendez-ous
points[21]. Whenimplementedproperly arnycastingcan
alsobeusedto developdistributedvirtual senersin which
multiple nodesshareghesamecontactaddressor to identify
nearbymemberof peerto-peeroverlays.

However, eventhoughseveral anycastimplementations
have been proposed, none of them have been widely
adoptedn large-scaldistributed systemswhich still tend
to implementarycast-like functionality on their own [4, 6].
We believe that the problemlies in a numberof limita-
tionsexhibitedby existingandproposednycastimplemen-
tations.For example mary implementationslo notprovide

ne-grain controlovertraf c switching,cannothandlefail-
ureswithin arycastgroups,anddo not supportconnection-
orientedcommunicationproperly While all theselimita-
tions canbe addressedising a proxying frontend, follow-
ing this approachmakesarnycastinginef cient andleadsto
problemswith scalability

In this paperwe demonstrat¢éhatanycastingcanbeim-
plementedsuchthatall theselimitations areaddressedyet
without affecting the performanceof anycastcommunica-
tion. Our solutionexploits address-translatiomechanisms
provided by Mobile IPv6, which hasoriginally beenpro-
posedto enablecommunicationwith mobile nodes. We
shav that thesemechanismsan also be usedto switch
traf c amongnodesforming arnycastgroupsin a controlled
manner Suchswitching enablesour solutionto transpar
entlyhandoff traf ¢ targetingtheaddres®f agivenarycast
groupto the addresf ary nodewithin thatgroup, which
effectively providesarycastfunctionality.

Our anycastimplementatiorpreseresthe good proper
ties of existing implementationsFirst, it exploits standard
network protocols,and so is readily available for global-
scaledeployment.Secondit enableslirectcommunication
betweennodesforming anycastgroupsand their clients,
which makesthatcommunicatiorvery ef cient.

Equally important,our solutionalso addressethe lim-
itations exhibited by the currentimplementations First, it
provides ne-grain control over traf ¢ switching. Second,
it toleratesrapid changesn the compositionof an anycast
group,asclientsservicedby a nodeleaving the groupcan
transparentlyand swiftly be taken over by ary othernode
within the group. Third, it consistentlyroutestrafc be-
tweenan arycastgroupandits clients,thusallowing indi-



vidualnodeswithin thatgroupto maintainconnectiorstate.
In oursolution,switchingaclientto anothemodewithin the
groupcauseshatconnectiorstateto migrateaswell, imply-
ing thatthe client connectiorremainsintact. The measure-
mentsperformedon our prototypeanycasttestbeddemon-
stratethat the only overheadof our implementations the
shortdelay causedby traf ¢ switching, which is a linear
functionof network latenciesetweerthenodesnvolved.

The possibility of implementinganycast functionality
using Mobile IPv6 hasalreadybeenidenti ed in two ear
lier publications. The rst oneproposego exploit mobile
extensionsof IPv6 to routerequestsn contentdelivery net-
works[3], whereaghe secondnesketcheshow to redirect
clientsto anycastnodesusing Mobile IPv6 signaling[16].
However, both thesestudiesbuild on early versionsof the
Mobile IPv6 speci cation, which differ signi cantly from
the nal protocolcoveredby this paper Also, besideem-
ploying Mobile IPv6 to implement(relatively straightfor
ward)one-timetrafc switching,we alsodemonstratéiov
Mobile IPv6 canbeexploitedto ensurearycastaddressta-
bility andto implementmulti-layer wide-areaclient hand-
offs. Finally, while the two earlier studiesare purely the-
oreticalin nature,we baseour consideration®n practical
experiencewith our prototypearycasttestbed.

For lack of spacethedetaileddescriptiorandevaluation
of our proposedtechniquescould not be includedin this
paper We referthe interested-eaderto the accompaying
technicalreport[31]. Insteadthis paperfocuseson ahigh-
level descriptionof our approachtandon extensve analysis
of its propertiesn comparisorwith existing approaches.

Therestof this paperis structuredasfollows. Section2
describeghe requirementghat mustbe met by arny prac-
tical anycastimplementation.Section3 discusseso what
extenttheserequirementsare metby a numberof existing
solutions. Section4 presentur arnycastimplementation,
andexplainswhy it meetsthe requirementdetterthanits
earliercounterpartsFinally, Section5 concludes.

2 Requirements

Anycastis a network addressingand routing scheme
wherebydataareroutedto one of mary nodesforming an
arycastgroup[24]. Thechosemodeis typically the“near
est” or “best” to the datasenderasviewed by the network
topology For the sale of brevity, we referto membersof
ananycastgroupasto “anycastnodes.

Every arycastimplementatiormustmeettwo functional
requirements First, one mustorganizea numberof nodes
into an anycastgroup. Typically, the groupprovidessome
service.Whereaghe servicedetailsareirrelevant,theim-
plementatiormustallow theanycastnodego bedistributed
over a wide-areanetwork, as anycastis typically usedin
Internet-scal@éleployments[14, 17, 21].

The secondfunctionalrequirements that eacharnycast
groupcanbe assignedh contacthandle,suchasan IP ad-
dressor DNS name,which canbe usedby the clientsto
sendtraf ¢ tothatgroup.Thearnycastimplementatiormust
ensurehattraf c sentby a givenclientto a contacthandle
reachesxactly onearycastnodewithin therespectie ary-
castgroup,preferablythe oneclosesto the clientin terms
of somenetwork distancemetric. Selectingsuchanodeand
re-routingthetrafc shouldremaintransparento theclient
evenwhenthe compositionof the arycastgroupchanges.

In addition to meeting the above functional require-
ments,an anycastimplementatiormustalso have a num-
ber of non-functionalpropertiesto be useful in practice.
First, the communicatiorbetweerthe clientsandthe ary-
castnodegnustbeef cient in thesensahatanycastingcan-
not introducetoo much overheadin comparisorto direct
communicatiorbetweena clientandanarnycastnode.Sec-
ond,thearnycastimplementatiorshouldbe scalableenough
to handleglobal communication. Finally, the anycastde-
ploymentshouldnotrequireary changego the existing In-
ternetinfrastructure.

All thesebaserequirementsare met by the standard
routing-basedarnycastimplementation. However, we ob-
sene thatit is relatively seldomusedby Internetapplica-
tions, which tend to implementarycast-like functionson
their own. This is, for example,what happensn content
delivery networks, whoserequestrouting subsystemsvork
very similarto anycast.We believe thatanycastimplemen-
tations meetingonly the above requirementsare still not

e xible enoughto be widely adoptedcby contemporaryis-
tributedsystemswhich typically expectanycastto provide
muchmorethanprimitivetraf ¢ scattering33].

The primary additional function that mary distributed
applicationgrequirefrom anycastis ne-grain control over
dispatchingraf ¢ to individual nodes.A practicalanycast
implementationshouldthereforeenablean anycastgroup
to route arycasttrafc accordingto ary metric and not
only to network distancebetweerclientsandanycastodes.
For example,in classicaload-balancingsgchemestrafc is
routedbasedon bothnetwork distanceandthe currentload
of eachnodeservicingthetrafc [9, 25].

Another useful property of a practical anycastimple-
mentationis its resilienceto potentially frequentchanges
in the compositionof anycastgroups, as large-scaledis-
tributed systemsare increasinglyoften composedf unre-
liable nodeg23]. In particular ananycastgroupshouldbe
ableto quickly adaptto ungracefuldepartureof anycast
nodessuchthatthe grouptrafc is alwaysservicedby the
nodesremainingin the group. This requiresthatthe client-
to-nodetraf c-control mappingsarenotonly ne-grain, but
alsothatthey canberapidly updated.

Since arycast effectively corverts a group of anycast
nodesinto asinglevirtual node,it is alsodesirableo make



the communicatiorwith arnycastgroupsasreliableaswith
regular nodes. This meansin particularthat updatingthe
traf c-control mappingdnsideanarycastgroupshouldnot
breakthecommunicatiorbetweerthatgroupandits clients.
However, when clients communicatewith anycastgroups
usingconnection-basegrotocolssuchasTCR rapidtrafc
switchingbetweenranycastnodesmight resultin suchcon-
nectiongo beaccidentalljterminated29]. A practicalary-
castimplementatiorshould prevent suchproblemsby en-
ablingtheanycastmodedo transparentlyrandof clientcon-
nectionshetweereachothersothatcommunicatiomwith the
arycastgroupis notdisruptedupontraf ¢ switching.

Finally, deploying anycastin the currentinternetshould
be simple, and should not requireary specialprivileges.
For example the routing-baserycastimplementatiorre-
quiresthat specialroutesto anycastnodesareadvertisedin
theInternet. This meansn particularthatanybody deploy-
ing routing-basedarycastneedsto control routersable to
inject new routes which mightalreadybe beyondthereach
of mostregularinternetusers.

3 Alternative Implementations

A numberof systemshave beenproposedto provide
arycast-likefunctionality. This sectionanalyzeto whatex-
tentthey meettherequirementsliscussedn Section2.

Proxying Frontend In the most straightforvard ap-

proach,onecanusea proxyingfrontend,which would for-

ward client trafc to individual nodeswithin its anycast
group,andwhosenetwork addressvould be adwertisedas
thearycastaddres®f thatgroup[8]. Suchasolutionoffers

real-time, ne-grain control over the client trafc andcan

easily supportconnectionhandofs. However, whenused
in wide-areasetupsfrontendstendto becomeperformance
bottlenecks asthey limit network bandwidthavailable to

eachanycastgroupandintroduceadditionallateng to the

communicatiorbetweerclientsandarycastnoded7].

Client-side Software Anothersimplearnycastimplemen-
tationreliesontheclient-sideapplicatiorto managenycast
communicationIn thatcase the compositionof eachary-
castgroupmustberevealedo theclients,whichthusobtain
the e xibility of selectingndividual anycastnodes switch-
ing betweenthem,andhandlingtheir failures[11, 15, 22].
However, disclosingthe group compositionto the clients
introduceghe problemof keepingthatcompositionconsis-
tent. This might becomeexpensie, especiallywhen the
groupcompositionis very dynamic. Also, giventhatclient
applicationdack detailedinformationaboutthe load, per
formanceandavailability of individualanycastnodesthey
areby naturepoorly suitedto selectthe bestanycastnodes

to communicatewith [32]. The last problemis that this
approachs only applicablewhendevelopingnew applica-
tions. It doesnotallow for incorporatinganycastinto legagy
applicationghatwerenotinitially designedo supportany-
castcommunicationsuchasthe Weh

DHTs Anycast functionality can also be implemented
with distributed hashtables(DHTs) [10]. Similar to what
happensn client-basedmplementationsDHTs customize
the client-sidesoftware, which limits their applicability to
new system®nly. However, insteadf lettingasingleclient
handlethe anycastcommunicationDHTs organizeclients
andanycastodednto overlaysenablingtheformerto route
messageto the latter. Routingprotocolsutilized by DHTs
aredesignedsuchthat messagesanbe exchangedevenin
thefaceof frequentchangesn overlaycomposition.There
is alsono needto disclosethe completecompositionto ary
singleclient. However, the problemwith DHT is thatselec-
tion of anycastnodesis performedimplicitly by the rout-
ing protocol,which limits theapplications controloverthe
mappingbetweerclientsandarnycastnodes.

Routing-basedAnycast Thestandardanycastimplemen-
tation exploits the propertiesof Internetrouting protocols,
which enableary unicastIP addresdo be turnedinto the
arycastaddresof somearycastgroup[24]. To this end,
every nodebelongingto a givenarycastgroupattacheghe
sameunicastIP addresdgo its own network interface,and
lets the routeto that addresse propagatedy the routing
system.This resultsin adwertisingthe samelP addreswia
multiple routesleadingto differentarycastnodes. Given
thatroutersautomaticallyselectshortestroutesto eachdes-
tination IP addressthe unicastIP addressffectively turns
into an anycastaddressandall the trafc sentto that ad-
dressnaturallysplitsamongtheanycastnodes.

While routing-basedrnycasthasbeenusedio implement
critical applicationsuchasloadbalancingacrosgsoot DNS
seners, it also has several disadwantages. First, similar
to the previous approachclients are redirectedto arnycast
nodedrrespectve of the situationwithin theanycastgroup,
which leavesthat groupwith no control over client traf c.
Secondremoving anycastnodesequiresoutingupdatego
be propagatedwhich takessometime duringwhich the af-
fectedclients cannotcontactthe anycastgroupat all [27].
Third, routesto arnycastaddressesre dif cult to aggre-
gate, which increaseghe overall numberof routesto be
processedby routersworldwide [20]. Finally, sinceclient
traf c is effectively redirectedby third-party routers, on-
demandtraf c switching betweenarycastnodesis practi-
callyimpossible While someof thesdimitationshave been
addresseby variousresearclefforts, thesolutionstypically
requireeitherchangesn routing protocols[13, 18, 28], or
upgradedo thelnternetinfrastructurd5, 20, 26, 30].



DNS Redirection Anycast-like communicationcan also
be implementedwith DNS. To this end, all the anycast
nodeswithin a givengroupcansharethe sameDNS name,
and the DNS sener responsiblefor that name can split
clienttrafc by returningthe IP addressesf differentary-
castnodesto differentclients. This schemehasbeensuc-
cessfullyemployedby contentdelivery networks, asit inte-
gratedransparentlynto thelnternetcommunicatiormodel,
exploits the scalability of DNS, and provides fairly good
controlover clientredirection[12]. Someresearctprojects
have even proposedo extend DNS with advancedarycast
functionssuch as performance-baseselectionof anycast
nodeg34]. However, DNS cachingcanseverelydelayup-
datingthe redirectionmappingsasmary DNS senersare
con guredtoignoreshortTTL values.Thislimits theappli-
cability of DNS-basednycastto very stablesystemavhere
ungracefulnodedeparturesmever occur Also, sinceclient
applicationgypically donotre-validatepreviously resohed
DNSnamesachtimethey accesananycastgroup,switch-
ing betweenarycastnodesis not possibleuntil the DNS
nameexpiresandis resohedanaw.

Discussion The propertiesof all the above implementa-
tions are summarizedn Table 1. Threestarsare givento
implementationshatmeeta speci ¢ requirementvell, two
starsmeanlimited support,and one starmeansno support
whatso®er. As canbeobsered,eachimplementatiorfails
to meetat leastone requirementcompletely This might
bewhy noneof themis totally suitablefor reallarge-scale
applicationsandwhy systemdike Akamaior Googleuse
complex combinationf multiple techniquego implement
efcient andreliableanycasting[4, 6]. Onthe otherhand,
we believe thata singlegoodimplementatiommustmeetall
the requirementst the sametime. The following section
discussesiow sucharycastingcanbeimplementedisinga
smallsetof standardechniquesadoptedrom mobile com-
munication.

4 Architecture

We proposeto implementarnycastfree of all the previ-
ouslydiscussedimitationsby meansof address-translation
capabilitiesprovided by the Mobile IPv6 protocol. These
capabilitieshave originally beenintroducedio enablecom-
municationwith mobilenodeswhile they move amongvar-
ious networks. However, we demonstrat¢hatonecanalso
exploit thesecapabilitiesto implementanycasting.

The generalideais to presentan anycastgroup to its
clientsasa single mobile node. The arycastfunctionality
is thenimplementedy informing eachclient thatthis ( c-
titious) mobile nodehasmovedto thelocationof theactual
arnycastnodetheclientis goingto communicatevith. Sim-
ilar to what happensn mobile environments,announcing

the movementcauseghe client to redirectall its traf ¢ tar

getingthe mobile nodeto the new locationwhile keeping
the movementtransparento the client applications. This

effectively enablegheanycastnodedo jointly servicetheir
clientsvia asinglearycastaddress.

The following sectiondiscussesomebasic aspectf
Mobile IPv6, which is the standardprotocol designedfor
mobilecommunicationThen,we shov how selectedunc-
tions of Mobile IPv6 can be usedto implementversatile
arnycast.

4.1 Mobile IPv6

Mobile IPv6 (MIPv6) consistsof a setof extensionsto
the IPv6 protocol[19]. MIPv6 hasbeenproposedo en-
ableary IPv6 mobilenode(MN) to bereachedy ary other
correspondennode (CN), evenif the MN is temporarily
away from its usuallocation. MIPv6 assumeshateachMN
belongsto one homenetwork, which containsat leastone
MIPv6-enabledouter capableof servingasa homeagent
(HA). SuchanHA actsasarepresentatiefor theMN while
it is away.

To allow one to reachan MN while it is away from
homeandconnectedo somevisited network, MIPv6 dis-
tinguishesbetweerntwo typesof addressethatareassigned
to MNs. The homeaddressidenti es an MN in its home
network andnever changesAn MN canalwaysbereached
at its homeaddress.An MN can also have a care-of ad-
dress which is obtainedfrom a visited network whenthe
MN movesto thatnetwork. The care-ofaddressepresents
the currentphysicalnetwork attachmenbf the MN andcan
changeastheMN movesamongvariousnetworks. TheMN
reportsall its care-ofaddresset its HA.

The goal of MIPV6 is to ensureuninterruptedcommu-
nicationwith MNs via their homeaddresseandindepen-
dently of their currentnetwork attachment. To this end,
MIPv6 provides two mechanismgo communicatewith
MNs thatareaway from home.The rst mechanisnis tun-
neling, by which the HA transparentlytunnelsthe trafc
targetingthe homeaddres®f anMN to the care-ofaddress
of thatnode(seeFigurela).

The advantageof tunnelingis thatit is totally transpar
entto the CNs. Hence,no MIPv6 supportis requiredfrom
ary nodeotherthantheMN andits HA. However, tunneling
canalsoleadto two problems.First,if mary MNs from the
samehomenetwork areaway, thentheir sharedHA canbe-
comea bottleneck. Also, if the distancebetweenan MN
and its home network is large, then tunneling can intro-
ducesigni cant communicatioriateng. Thesetwo prob-
lems are addressedby the secondMIPv6 communication
mechanismcalledroute optimization It enablesan MN to
revealits care-ofaddresso any CN to allow directcommu-
nication(seeFigurelb).



Ef cient Easy Trafc | High-Churn| Handof

Communication| Deployment | Control | Tolerance | Support
ProxyingFrontend * b wrx ok ok
Client-sideSoftware ok * * ok ok
DHTS *% * * * k% *
Routing-basednycast *hk ** * * *
DNS Redirection ok ok * * *

Table 1. Comparison of alternative anycast implementations
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Figure 1. Communication in Mobile IPv6: tunneling (a), and route optimization (b)

Revealing the care-ofaddresscauseshe CN to create
a translationbinding betweenthe home- and care-of ad-
dresse®f an MN. The binding allows the CN to translate
betweerhome-andcare-ofaddressn theincomingandout-
goingtrafc, which enableghe CN to communicatewith
the MN directly at its care-ofaddress.This eliminatesthe
lateng introducedby tunneling,andof oads the HA.

Routeoptimizationis slightly lesstransparenthantun-
neling, asthe IP layer at the CN is aware of the current
physicalattachmenof the MN. However, thatinformation
is con nedinsidethelP layer, which effectively hidescare-
of addressefrom higherlevel protocolssuchas TCP and
UDP. As a consequencéheseprotocolsuseonly thehome
addres®f anMN andthechangesn the MN' s locationre-
maintransparento applicationgunningon CNs.

4.2 Versatile Anycast

OurarycastimplementatiorexploitsthefactthatMobile
IPv6 decoupleshhome-andcare-ofaddressesffectively al-
lowing for thetrafc directedto theformerto be transpar
ently redirectedo the latter This comescloseto the ary-
castcommunicatiormodel,in whichtrafc sentto theary-
castaddres®f ananycastgroupis routedto theinterfaceof
somearycastnodewithin thatgroup.

Recallthatour solutioncausegachanycastgroupto ap-

pearto its clientsasan MN. The arnycastaddressX of that
groupthenbecomeshehomeaddres®f that ctitious MN.
Theaddressesf anycastodeswithin thegroup,in turn,act
ascare-ofaddressefo which thetrafc canberedirected.
By disclosingdifferentcare-ofaddresset differentclients,
thearycastgroupcancorvincedifferentclientsthatthe MN
hasmovedto differentlocations(seeFigure2). Note that
the client's higher (transportand application)layersretain
the illusion thatthey communicatewith the one and only
nodeholdingaddressX, asthe translationbetweerhome-
andcare-ofaddresses con ned in the network layer.

We implementthe abose communicatiormodelin two
steps. First, we make surethat ary trafc targeting the
arycastaddresseache®negivenarnycastnodewithin the
respectie anycastgroup. Secondwe enablethat nodeto
transparentlyhandof clientsto otheranycastnodeswithin
thegroup.Realizingthesetwo stepsallows usto implement
versatilearnycast,aswe explain next.

4.2.1 AnycastAddressimplementation

Constructingananycastgrouprequirescreatingits anycast
addressrst. Suchanaddresshouldbeindependenof the
groupcomposition,asthe compositionmay changeat ary
moment.We achieve thisindependenci two stagesFirst,
we allow thearnycastaddresgo beprovidedby ary anycast
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Figure 2. Communication with an anycast group

nodewithin thegroup,asIPv6 enablesry nodeto generate
new IP addresseandattachthemto its network interface.
Second,we ensurethat the anycastaddresgemainsvalid
despitechangesn the groupcompositionby allowing it to
be takenover by ary otherarnycastnodeasnecessaryWe
referto the anycastnodeholding the anycastaddresof its
groupasacontactnode

To enablethe anycastgroupto move its anycastaddress
atwill, the contactnoderegistersthataddresawith its HA,
whichresultsin a secretkey beingsharedetweerthe con-
tactnodeandtheHA. Thecontacinodeshareghatkey with
somebadup nodeswithin the group so that eachof them
canimpersonateghe contactnode. Impersonatingenables
eachbackupnodeto take overthe anycastaddres®oncethe
contactnodehasleft thegroup,which causeshe HA to tun-
nelall thetraf ¢ tamgetingtheanycastaddresso thebackup
node.Doing sopreseresthereachabilityof theanycastad-
dressasall thetrafc addressetb the anycastgroupkeeps
onreachingsomearycastnode.

Although the anycastaddresss now stable,the perfor
manceof anycastcommunicatiommight still turn out to be
poor becausextensve tunnelingto the new contactnode
canoverloadthe homeagentandintroducecommunication
lateng. Thesdimitationsareaddressethy routeoptimiza-
tion whereinthe care-ofaddressf an MN is revealedto
a CN, allowing for direct communicationbetweenthem.
Since eachanycastgroup appeardo its clients and HAs
asa singleregular MN, it canalsouseroute optimization,
causingthe clientsto communicatedirectly with the con-
tactnodeusingits actualaddressThisresultsin the perfor-
manceof anycastcommunicatiorremainingoptimal.

Notethatthe anycastgroupcanpreventthe contactnode
from becominga potentialsingle point of failure by pro-
viding multiple anycastaddresseand registeringthemin
the DNS. In that case,differentanycastaddressesan be
handledby differentanycastnodes,eachactingasa con-
tactnodefor its respectie anycastaddressSincethesead-

dressesiever change they cansafely be registeredin the
DNSfor alongtime. Furtherdetailsof our anycastaddress
implementatiorcanbe found in the accompaying techni-
calreport[31].

4.2.2 AnycastTraf c Handoff

Ourimplementatiorof the anycastaddresensureghatall
the client trafc reacheghe contactnode. However, this
nodeshouldnot handleall thetrafc by itself. It therefore
needsa mechanisnthat allows it to transparentlyhandof
thetraf ¢ to otheranycastnodeswhich latermaytranspar
ently handit off again. We refer to the anycastnodethat
handsoff a client asa donor, andto the arycastnodethat
takesovertheclientasanacceptor

Recallthataddressranslatiorin MIPv6 is performedac-
cordingto bindingscreatedduring MIPv6 route optimiza-
tion. As we discussedn the previous section, anycast
groupsalreadyexploit this mechanisnmo establishdirect
communicationbetweencontactnodesand their clients.
However, since route optimizationsare performedsepa-
rately for eachclient, the arycastgroupcanalsousethem
to handoff individual clientsbetweenary pair of anycast
nodes.To this end,the anycastgroupcarefully mimicsthe
signalingof a mobile nodeperformingrouteoptimization.

Switchingthenetwork traf ¢ alonemightnotbeenough,
asmary applicationscommunicatewith their clientsusing
statefulconnectionssuchas TCP. In that case,the donor
mustprovide the acceptomwith the stateof all the network
connectionpenedby the client, so thatthe acceptorcan
continueto communicatewith the client using thesecon-
nectionsanddoesnot resetthem. Dependingon the appli-
cation, the samemight hold for the application-leel state
of theclient. Our arnycastimplementatiorprovidesarnycast
nodeswith the ability to exchangeall suchstateinforma-
tion asnecessaryFurtherdetailsof how this is donecanbe
foundin [31].



4.3 Discussion

Our arnycastimplementatiormeetsall the baserequire-
mentsdescribedn Section2. First, it meetsbothfunctional
requirementsasit allows oneto organizewidely distributed
nodesnto anycastgroupsaddressablby anycastaddresses
indistinguishabldrom regularIPv6 addresses.

Second,since clients communicatedirectly with indi-
vidual arycastnodes,the only overheadof arycastingis
the smallinitial delaycausedy client handof. Our mea-
surementgperformedon a prototypearycasttestbedcon-

rm our delay analysisandindicatethat this delay equals
6 x Lcs + 3 x Lss, where L¢s is the one-way lateng

betweenthe client and the contactnode,and Lss is the
one-way lateny betweerthe contactnodeandthe anycast
nodethatultimately servicesthe client. Whenhandingoff

clientsthat alreadycommunicatevith somearycastnode,
someparts of handof signaling can be performedin ad-
vance[31]. This allows the handof delayto bereducedo

4% Lcs + Lss.

Third, eventhoughswitchingclienttraf c usingMobile
IPv6 requiresthe contactnodeto maintainsomestateabout
eachclient, the size of that stateis very small. The state
essentiallyconsistf asingleintegernumberdenotinghow
mary route optimizationshave beenperformedbetweena
givenclientandtheanycastgroup.MIPv6 useghatnumber
to orderits messageproperly Thesmallstatesizeenables
eachcontacinodeto handleahugenumberof clients,which
malkesour arycastimplementatiorextremelyscalable.

Finally, ourimplementatiordoesnot requireary special
changedo the Internetinfrastructureas Mobile IPv6 is a
standardnternetprotocol. Giventhat MIPv6 hasalready
beenimplementedin mary popularoperatingsystems;it
shouldbe easyto exploit our arycastimplementatioronce
IPv6is widely adoptedaswell [1, 2].

Apart from meeting the baserequirements,our ary-
castimplementatioralsomeetshethreeadditionalrequire-
ments. First, the contactnodecanhandof clientsto other
arycastnodesaccordingo ary setof metrics.Thisprovides
thearycastgroupwith full controlover how theclienttraf-
¢ is splitamongarnycastnodes.

Secondtheability to handof clientsatwill enablesany-
castnodesto leave the anycastgroup at ary moment,as
all the clientsservicedby thesenodescanbe transparently
taken over by ary other arycastnodesremainingin the
group. This makes arnycastgroupstolerantto high churn
of anycastnodes,allowing anycastgroupsto be formedin
highly dynamicervironmentssuchaspeerto-peeroverlays.

Third, our anycastimplementatiorcausesachclient to
communicatevith its speci ¢ arycastnode,whoseaddress
is revealedto the client during route optimization. This
enablesclientsto communicatewith anycastgroupsusing
popularstatefulprotocolssuchasTCP

5 Conclusion

In this paperwe have identi ed a numberof limitations
speci ¢ to existing anycastimplementationsWe have pro-
posechow all thesdimitationscanbeaddressedy asingle
ef cient implementatiorbasednMobile IPv6, sothatary-
castingcanbewidely adoptedoy contemporargistributed
systems.Our solution exploits address-translatiomecha-
nismsoriginally introducedto enablecommunicatiorwith
mobile nodes. We have demonstratedhat thesemecha-
nismscan also be usedto implementarycast. The only
overheadof anycastingis the shortdelay causedy initial
traf ¢ switching,which is a linear function of network la-
tencieshetweerthe nodesnvolved. We exploit our anycast
implementatiorto develop ad hoc distributed senersthat
preseretheir contactaddresslespiterapidchangesn their
composition[31].
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